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Executive Summary

Deliverable D6.1:“Network and Middleware Desig describesdesign principles an
definitions to be useth the reference implementat of the CONVERGENCE network an
middleware.

The deliverable is made up wfo main sections:

1. The first sectioraddresse issues related to indleware and middleware componel
including issuesregarding th implementation of the CONVERGENCE protcs,
technology enginegggregator and orchestrator engines. Sthe CONVERGENCE
middleware igderived fron MPEG-M, we describe eadomponenwith reference to
MPEG-M, highlighting CONVERGENCE contributions. The description of tl
middleware implementatiobegins with the generd ONVERGENCEarchitecture,
highlighting the roleof protocol engine in the communicatiobetween peers. It th
proceeds to describéhe functionality provided by thgeneric componer of the
middleware and concludes with a descriptio the implementation cthe protocols,
technology and security engines and mod

2. The second sectioaddresse issues related to content-centrietwork design an
implementation. Thedeliverable describes the design strategies, n&ing
principles, andoftware architeures concluding with a discussion implementation
issues.

A final section describes t technologies, protocols, standards, operating By
development platforms and tools that will be usethmimplementation worl

The deliverable concludes wittdiscussion of open issues tinady affeciour work.

We note that the deliverable is late with respedtst due date; however, this delay allowec
to: i) present a demo of the Convergence system at tielS8/IEC JTC 1/SC 29/WG 1
(MPEG) Meeting, 2011/11/.-2011/12/02, Geneva Switzerland; ii) gatheie related
feedback anégree with MPE+M the elementary services/protocol engines impldatan;
this was a necessary step since we want to confattmtiee MPEG-M standard; iii)prepare a
CONVERGENCE Peer Kit (CPkconformant to MPEGM, which will be released right after
this deliverable; iv), last but not least, takeviatcount the comments of the first year revi
which we received on 6/12/2011, especially thoganding the CoNe
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1 Introduction

Work Package 6 of CONVERGENCwiIll provide open sourceeference implementations
the CONVERGENCE netw&rand middleware, based on farchitecturedefined ir WP3 and
the protocols defined iWWP5 The implementatiomprovided by WP6 will be offered as
contribution to MXM.

Given that CONVERGENCE ainto re-use and extend MXNhe deliverable will frequentl
refer to the design and implementation of MPEG-M middleware, highlightincspecific
CONVERGENCE contributior. In view of the general goals of the work package
deliverable will also discugsractical issue, such as the use of existing implementatools
and platforms, antheir respectiv limitations.
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2 Terms and Definitions

Term

Definition

Access Rights

Criteria defining who can access a VDI or its comgruts uder
what conditions

Advertise Procedure used by a CoNet user to make a resoocessible tc
other CoNet user:
Application Software, designed for a specific purpose that atglthe

capabilities of the CONVERGENCE Syste

Business Scenario

A scenario describing a way in which the CONVERGENMN
System may be used by specific users in a speoifitext or,
more narrowly, a scenario describing the productd service:s
bought and sold, the actors concerned and, pos¢itayassociate
flows of revenue in such a context.

Clean-slate architecture

The CONVERGENCE implementation of the Network Le
totally replacing existing IP functionali

See “Integration Architecture” and Overlay Architecture” ani
“Parallel Architectur”.

CoApp

The CONVERGENCE Application Level.

CoApp Provider

A user providing Applications running on the CONVGRNCE
Middleware Level (CoMid

CoMid

The CONVERGENCE Middleware Lev

CoMid Provider

A user providing access to a single or an aggregaif CoMid
servces.

CoMid Resource

A virtual or physical object or service referendgda VDI, e.g.
media, Real World Objects, persons, internet sesv

It has the same meaning of “Resource” and it isl uwsdy to bette
specify the term “Resource” when there is isk of a
misunderstanding with the term “CoNet Resoul

Community Dictionary
Service (CDS)

A CoMid Technology Engine that provides all the aoméatg
concepts in a user’s subscription, search requespablicatior

CoNet Provider

A user providing access to CoNet services, i.eetfgvalent of ai
Internet Service Provide

CoNet Resource

A resource of the CoNet that can be identified bgans of ¢

D6.1 Network and Middleware Desi
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name; resources may be either Na-data or a Named servi
access poir

Content-based
discovery

resour

@&\ user request for resources, either through acsighen or a
search request to the CONVERGENCE systfrom literature).

See “subscription” and “searc

Content-based
Subscription

A subscription based on a specification oer’'s preferences @
interests, (rather than a specific event or tofdibe subscription i
based on the actual content, which is not classifiecording tc
some predefined external criterion (e.g., topic @gmbut
according to the properties of the cent itself.

See “Subscription” and “Publi-subscribe model

Content-centric

A network paradigm in which the network directlyopides user
with content, and is aware of the content it tramsy (unlike
networks that limit themselves to providing counication
channels between hos

CONVERGENCE The level of the CONVERGENCE architecture that lelsghes the

Applications level interaction with CONVERGENCE users. The Applicagdrevel

(CoApp) interacts with the other CONVERGENCE levels on lhiebathe
user.

CONVERGENCE The Computing Plaorm level provides conte-centric

Computing Platform networking (CoNet), secure handling (CoSec) of ueses within

level (CoComp)

CONVERGENCE and computing resources of peers adds

CONVERGENCE Core

A semantic representation of the CoReST taxon

Ontology (CCO) See “CONVERGENCE esource Semantic Type (CoReS

CONVERGENCE A combination of hardware and software or a sofénvaustance

Device that allows a user to access Convergence funciims

CONVERGENCE A collection of technologies assembled to delivgrecsfic

Engine functionality and made available to Applications and tbeo
Engines via an Al

CONVERGENCE The level of the CONVERGENCE architecture that jmles the

Middleware level means to handle VDIs and their compone

(CoMid)

CONVERGENCE The Contet Centric component of the CONVERGEN(

Network (CoNet) Computing Platform level. The CoNet provides acdessame-

resources on a public or private network infragtroe

CONVERGENCE node

A CONVERGENCE device that implements CoNet funcidgy
and/or CoSe functionality.

D6.1 Network and Middl
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CONVERGENCE peer

A CONVERGENCE device that implements CoApp, CoMadd
CoComj (CoNet and CoSec) functionality.

CONVERGENCE
Resource Semantic Tyy
(CoReST)

A list of concepts or terms that makes it possibleategorize .
@esource, estilishing a connection with the resource’s sema
metadat:

CONVERGENCE A component of the CONVERGENCE Computing Platfoawel
Security element implementing basic security functionality such dasrage ol
(CoSec) private keys, basic cryptography,

CONVERGENCE A system consisting of a set of interconnected as- peers ang
System nodes- connected to each other built by using the teclgie&

specified or adopted by the CONVERGENCE specifiratiSee
“Node” and “Peer’

Digital forgetting

A CONVERCENCE system functionality ensuring that VDIs
not remain accessible for indefinite periods ofejnwvhen this i
not the intention of the us

Digital Item (DlI)

A structured digital object with a standard reprgggon,
identification and metadata. DI consists of resource, resoul
and context related metadata, and structure. Thetste is giver
by a Digital Item Declaration (DID) that links ragce anc
metadat:

Domain ontology

An ontology, dedicated to a specific domain of kiemlge or
applicgion, e.g. the W3C Time Ontology and the GeoNa
ontology

Elementary Service (ES

)The most basic service functionality offered by @wMid.

Entity

An object, e.g. VDIs, resources, devices, eventspum
licenses/contracts, services and users, tn Elementary Servic
can act upon or with which it can inter:

Expiry date The last date on which a VDI is accessible by ar wdethe
CONVERGENCE Systen

Fractal A semantically defined virtual cluster of CONVERGEH peer:

Identifier A unique signiier assigned to a VDI or components of a \

Integration Architecture

An implementation of CoNet designed to integrate N€x
functionality in the IP protocol by means of a nloN®v4 option ot
by means of an IPv6 extension header, making IReat-aware.

See ‘Clean-state Architecture”,Overlay Architecture”, “Paralle
Architecture’

License

A machin-readable expression of ©mtions that may

D6.1 Network and Middl
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executed by a Princip

Local named resource

A namecresource made available to CONVERGENCE u
through a local device, permanently connectedem#twork.

Users have two options to make na-resources available
other user: 1) store the resource in a device, with a perms
connection to the network; 2) use a hosting senlicghe even
she chooses the former option, the resource isreeféo as a loce
namesw-resource.

Metadata Data describing a resource, including not limited to
provenance, classification, expiry date
MPEG eXtensible A standard Middleware specifying a set of Applioai

Middleware (MXM)

Programming Interfaces (APIs) so that MXM Applicais
executing on an MXM Device can access the stanahultimedia
technologies contained in the Middleware as MXM iBeg

MPEG-M An emerging ISO/IEC standard that includes the iptess MXM
standarc

Multi-homing In the context of IP networks, the configuration mwiultiple
network interfaces or IP addres:on a single compute

Named-data A namec-resource consisting of data.

Named resource

A CoNet resource that can be identified by means afame
Namec-resources may be either data (in the followingrrefi to
as “name-data”) or service-access-pointsifmer-service-access
points”).

Named service acce!
point

s#\ kind of name-resource, consisting of a service access |
identified by a name. A nam-service-accespoint is a network
endpoint identified by its name rather than by th&ernet por
numtering mechanism.

Network Identifier

(NID)

An identifier identifying a named resource in
CONVERGENCE Network. If the named resource is a \dDan
indentified VDI component, its NID may be deriverbrh the
Identifier (see “ldentifier”)

Overlay architecture

An implementation of CoNet as an overlay ove

See Clean-state Architecture” andntegration Architecture” an
“Parallel Architecture

Parallel architecture

An implementation of CoN as a new networking layer that ¢
be used in parallel to |

See Clean-state Architectuteand “Integration Architecture” an

D6.1 Network and Middleware Desi
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"™ Overlay Architecture

Policy routing

In the context of IP networks, a collection of ®d&br forwarding
and routing data packets based on policies defimedhetwork
administrators

Principal (Rights
Expression Language)

The User to whom Permissions are Granted in a i

Principal (CoNet)

The user who is granted the right to useCoNet Principal
Identifier for naming its named resources.

For example, the principal could be the provideadfervice, th
publisher or the author of a book, the controlleadraffic lights
infrastrucure, or, in general, the publisher of a v

A Principal may have several Principal Identifisrdshe CoNet

Principal Identifier

(CoNet)

The Principal identifier is a string that is used the Network
Identifiers (NID) of a CoNet resource, when théD has the form:
NID = <namespace ID, hash (Principal Identifiegsh (Label).

In this approach, hash (Principal Identifier) mbsiunique in the
namespace |, and Label is a string chosen by the principe
such a way that hash(Label) is unique forthe context of the
Principal Identifier

Publish

The act of informing an identified subset of uset the
CONVERGENCE System that a VDI is availal

Publisher

A user of CONVERGENCE who performs the act of pstuhg

Publish-subscribe mode

| CONVERGENCE uses a cont-based approach for the pub-
subscribe model, in whicnotifications about VDIs are deliver
to a subscriber only if the metadata / contenhoké VDIs matcl
constraints defined by the subscriber in his Supson VDI.

Real World Object

A physical object that may be referenced by a

Resource

A virtual or physical object or service referendgda VDI, e.g.
media, Real World Objects, persons, internet seg

Scope (in the context ¢
routing)

fin the context of advtising and routing, the geographical
administrative domain on which a network functiqgrerates (e.¢
a well defined section of the netwc- a campus, a shopping me
an airport-, or to a subset of nodes that receives advertises
from a service jovider).

Search

The act through which a user requests a list ofsvidéeting a s¢
of search criteria (e.g. specific key value pairshie metadata, ke
words, free text etc

D6.1 Network and Middleware Desi
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Service Level

Agreement (SLA)

An agreement between a service provider another user o
another service provider of CONVERGENCE to prouide latter
with a service whose quality matches parametermetkfin the
agreemen

Subscribe The act whereby a user requests notification evieng anothe
user publishes or updates &I that satisfies the subscriptit
criteria defined by the former user (key value gain the
metadata, free text, key words et

Subscriber A user of CONVERGENCE who performs the act of subsug.

Timestamp A machinereadable representation of atel and time

Tool Software providing a specific functionality thatnche r-used in
several application:

Trials Organized tests of the CONVERGENCE System in sje

business scenarit

Un-named-data

A data resource with no NI

User

Any person orlegal entity in a Valu&hain connecting (an
including) Creator and ErUser possibly via other Use

User (in OSI sense)

In a layered architecture, the term is used totiflemn entity
exploiting the service provided by a layer (e.gNébuser)

User ontology

An ontology created by CONVERGENCE users when jghivig
or subscribing to a VC

User Profile

A description of the attributes and credentialsaotiser of the
CONVERGENCE Syster

Versatile Digital Item

(VDI)

A structured, hierarchically ornized, digital object containir
one or more resources and metadata, includinglardéon of the
parts that make up the VDI and the links betweemi

D6.1 Network and Middleware Desi
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3 Middleware Design and Implementation

3.1 Middleware Components

As previously described in deliverables D{2] and D5.1 [1] he fundimental unit in the
CONVERGENCE middlew:e is the engine. There are two m#ypes of engine protocol
enginesand technology engin. The former parse protocols and calthain of technolog
engines; the latter handibe atomic operationneeded to perfon specific actionsEach
elementary service provided by the middleware soested witha protocol engine(see
D5.1).

Protocol and technology engines perform very ific operations. To orchestrate the
operations we have introduc two additional classes @ngines, the aggregas and the
orchestrators Their role is to combine protocol enginethe aggregator) and technolo
engines (theorchestrator) exposing a general protocol/interfdtd provides application
with a high level view otomple> lower-level operationg-or example, if the VDI creatic
processfor an application includ: content creation and identificatiowe can create a ne
Create & Identify Content engine that ¢ Create Content andentify Content in sequenc
We can therassociate the engirwith a new protocothat takes the required information
input, sets up the chain of engines (in this casma@ Content and Identify Content) ¢
returns theresponse defined in the aggregated prot In this sense, the aggreon
introduces a new, custom, protocol that consistt@fundamental COMID engines buildi
blocks.Then, the implementation of such an engine includesmplementation of a protoc
engine used for this new custom protc

Each protocol engindias tvo parts: the client and the servpart, each one usual
implemented in different peet. The general communication architecture between
CONVEVRGENCE peers, implementing the client andgéerer part of a protocol engine
depicted in Figure 1.

! Even though the client and the se part could coexist in the same peer, this wous
redundant, since they are implementing the saneefatte (more details are given in Seci
3.4). Hence, without any loss of generality, we arengdo assume that the client and
server part are running in different pe

D6.1 Network and Middleware Desi Page 12 of 33



Peer1 Peer2

Appl App2 Appi App App1 App2 Appi App

Tool Tool Tool Tool Tool Tool

Tooli Tooli

Prot Prot Prot Prot Prot Prot Prot Prot
Aggregation Engl Eng2 Engi Engp Engl Eng2 Engi Engp Aggregation
and and
Orchestration Tech Tech b Tech Tech Tech e Tech Orchestration

Engl Eng2 Engq Engl Eng2 ny Engq

CoNet CoSec Lozl CoNet CoSec Lzl
Resources Resources

Figure 1 - Peers communicating with PEs

rity

3.2 Abstract Middleware Design

CONVERGENCE middleware is based on the MI-M standard and, particularly, i
middleware. The MPEG®A Architecture is specified in MPE-M Part 1— Architecture , the
APIs are specified in Part — MPEG extensible middleware (MXM) AF- [4] and the
implementation is provided in MPE-M Part 3 —Reference Software. CONVERGENCE |
adopted MPEQM’s abstract architecture and is thus in a positorenhance and exte
MXM engines, while keeping the modular and extensitoletsire of MXNV. The following
Sections describe the basic functionality of eaghegic component of the middleware. T
includes work developed as part of MXM i, whenthe existing functionalitdoes not fully
meet CONVERGENCE requiremenspecific CONVERGENCEextensiois to the standard.
Several of these extensions have already been gedras contributions IMPEG.

3.2.1 MXM/CONVERGENCE Core

The core is thgart of MXM thatguarantees interoperability betwegifferent middleware
platforms and guarante#sat they conforr to the standard.o achieve the first of these goe

the core provides general containethat caries the data units and defii all the interfaces
provided by MPEGMY APIs. This way, the access to technology engines of diffe

platforms is made in a transparent way throughritiecation of methods defined in the ci

interfaces, regardless of their implementation ith. Middleware conformity with the

standard is guaranteed by core interfacesif a middleware instance does not conforn

the standard (i.e. if iloes not implement the standard interfaces), agpbias will not be

able to use it.

MXM defines a fundamental interface callMXMObject and aclass implementincthe

interface MXMAdpater). The interface and the cl: define basic containers for data pas
between enginesnsuring interoperability between different middéees implementation:

D6.1 Network and Middleware Desi Page 13 of 33
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Every information unithandled by the systethas to be wrapped inside an M:Object
before it is passed to another engine. The secagdhe the converts it back to a da
structure that it can handle.

Another important part of the core is tMXMEngine related classes and interfa. These
include:

« MXMEngine: every engine definion in the core extendthis abstract class, whic
provides access to fundamental properties of MXirees

* MXMEngineName: this enumeration lists tthame of alimiddleware engirs.

« MXMEngineResponse: when an engine cannot return specific result (e.g. a
MXMODbiject) it returns an MXMEnNngineResponse: enumerationthat defines the
following return types

0 SUCCESS
o FAILURE
0 METHOD_NOT_IMPLEMENTED

The core alsalefines the generic interfacto be implemented by thdassesresponsible for
handling specifigportions of data in the engines (i.e. classes iogand parsing the da
units exchanged by engine#\ key examples is thtMXMCreatorAndParser interface that
extends thtMXMCreator and theMXMParser interfaces.

The core is resportde for initializing middleware engines, ching if they exist and ar
operational and exposing them the orchestrator and other higher level componeTo
discover enginesthe core use¢ the MXMConfiguration file, which provides a mappir
between engine namésard coded in thMXMEngineName enumeratio) and the class that
implements the engine mparticular instance of t middleware.

Finally, the core contains the interface definis@APIs)for the probcol and the technoloc
engines, as specified the MPEC-M standard and extended BYONVERGENCE

The extensions of the standard proposed by CONVHERGE can be seen as an ini
validation of the MXMextensibility concep

3.2.2 MXM/CONVERGENCE Data Object

This MXM module contains the schemas needed byetigines.Some of thes schemas
describedata structures that the engithave todeal with (for example the REL engine ha
handle the REL XML schema); others representprotocols used byhe protocc engines
(extracted from the corresponding elementary sesvitefined in MPE-M Part 4 and the
CONVERGENCE deliverables producecWP5).

In theory, it would be possiblto defineeach engine’s schema within the engine itseli
some cases, however, mulépengines use the same schema. Storing each schsita &
given engine (e.g. the REL schema in the REL engioeuld create int-dependencies
between enginegeopardizing the modularity of the middleware. Werefore decided t
store schema in @edicated modu. This approacltreates only one dependency: namely
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dependency on the general module. Given that tbduhe containthe XML schemafor the
standards involved in the middlewaand that these are bound to clasgas,expected th. it
will change only rarely.

3.2.3 MXM/CONVERGENCE Engines

This middleware component contains implementis of all the engines, including tt
aggregator and the orchestrator engitEach engine implements - standard (or
CONVERGENCE-specific)nterfaces defied in the core. As noteateviously, there shoul
be no intedependencies between engirlf there is the need to combine operatiprovided
by differentengines, this should be accomplished vii orchestrator or the aggrege.

The orchestrator anddhaggregator ¢ not have a standard interface. Howethey provide
developerswith the flexibility they need tdefine their own chains of engines, accordin
the requirements of the higher level componentsgtapplications) they have to supp

3.3 Elementary Services Design and Implementation

CONVERGENCE implementslementary services as web servicHse messageexchanged
between an elementary service and the user/apph are defined in MPE-M Part 4 [6]
and D5.1 [1] This definition is used directly the implementationyhich creates reque¢ and
response messages based on the schdefined in thesedocuments. Thisapproach
guarantees thahe CONVER(ENCE middleware implementatia@onformsto the MPEG-M
standard and t6ONVERGENCE protocol

The implementation of elementary services is basgethe protocol engines. In practithe
only role of elementary servicethemselves is to hande communiction between the
server and the client; elementary service functignas handled by th protocol engine,
which makes the call tine orchestrator cdirectly toa technology engine, dependingwhat
Is required More details are given in the next Son.

The aggregated services are also exposed as wabeseadopting the same approach as
the elementary services, since they are essensiatiymbination of elementary services.
matter what this combination is, an aggregatediserwill have a input and an outpt
protocol; and the communication part is handle@ byeb services framewo

3.4 Design and i mplementation of the Protocol Engines

The protocol engines are implemented both in tiedestin (server) and the stub (client)
of elementaryservices. On the skelel side, they parse incoming requestsing the standard
protocol schemas, subsequently invoking a chaitemhnology) enginesor requesting an
orchestration of technology engines) to performltineer level operations, which produce
final result. This result is then formatteas an XML document, following the standa
protocol schemaand sent back to the clierOn the client side (stulyrotocol engines a
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responsible for issuing requs, for receiving and parsing the result &mddelivering it to the
application layer (e.g. a tool or the applicatitself).

Figure 2provides an example of this approach, shovthe implementation schenfor the
Create ©ntent protocol engin@and the corresponding elementary service. The abs
create- contenéngine and the elementary service inice definition are in the comwhere
they can be accessbg any part of the middleware. As it can be seethénFigure, there al
two possible implementations of the Create ConRiat the first (Ver. 1calls the Content
Creation Orbestration and crees the VDI;the second (Ver. 2) is just a web service cl
that uses the Create Conté&tlementary Servic (ES)to make a call to the server side (
Create Content PE ver. Mhich creates the VDI and returnstd the client. As it can b
observed in the Figure, the two Create Content &Bionsextend and impleme the engine
abstract class in the core. This means that ibssiple to make a call to the protocol enc
by just using the core API and, thenpending on the middleware implementation (ver..
ver.2), create the VDI eithéocally or remcely. The calland the result are the sg in both
cases. The MXMConfiguration file registershe version used e application and provide
the mapping beteen the enginnames and their implementations, thus ens that the
implementation of the middleware is transparerapplications and tools. evelopers do not
have to be aware of the protocol engine implem@mt— they just use the core A [6].

Abstract
Create Content Engine

Create Content Create Create Create Content

Content Content
PE s PE

Ver. 1 (Skeleton) Ver. 2

Content
Creation
Orchestration

Elementary Service

Interface Definition

Figure 2-dmplementation oiProtocol Engines/Elementary Servict

Aggregation of thelementary servic is based on the same basic schamessence, we ju
need one more protocol to handle commttion between the aggregatservice (seen as a
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black box)and the upper layers (applications, tocEverything elseemains the samihe
aggregator triggers protocols just like application or a tool.

3.5 Design and implementation of the  Technology Engines

Technology engines are the lower level compor of the CONVERGENCE middlewar
they are responsible for managing the availablenology to perform the operatic defined
through their standard APEEach Technology Engil consistsof interfaces classes, methods
(see D3.2 [2]which can be calleeitherdirectly by application layer componss or by other
middleware componest (Protocol Ingines, and Orchestrag)r A Technology Engine
never called by another Technology En.

3.6 Design and implementation of the  Security Module

The CONVERGENCE Sectty Module (CoSEC) usea distributed architecturto handle
cryptographic protocolsnvolving two (or more) partners. CoSEC comprises interac
software components installed on client’'s PCs,eeiACs and smart car

Each user is equipped with a smart card contaioipgtographic keys ft
1. Authentication (Challen¢-Response)
2. (VDI-) Signatures
3. Decryption (usually hybrid decryption of content/\8])

Smart Cards use their own standardized communitgtiotocols (APDUSs). Java librari
created in CONVERGENCE will completely encapsukatg communication with the smz
card, so that other componsmteed not be aware of smart card related stan

Java tools will provide functionality f:
» Identification (= Registratiol
* Authentication
» Signing / Verifying
* Decryption/Encryptio

The trust relationship between different entiti(ldentity Providers,Service Providers,
CONVERGENCE applicationsCONVERGENCE clients etc.)s based on a certifica
structure using X.509 certificat
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4 Network Design and Implementation

As discussed in [1hnd shown i Figure 3, CONVERGENCE will provide two differer

implementations of CONVERGENCE network (CONEAPI. In track 1,we will use a
CONET Technology Engine (TE) that opeis on top of a plaimf CP/IP networ, providing

the CONET service at the middleware Ic. In this case there will be no need for netw

design or implementatiorn track 2, the CONET Tlwill operateon top o a novel content-
centric network layer designed and implemented by CONVERGENIt is thiscontent-
centricnetwork we will discuss in what follow

Applications Applications
Engines Engines
<
Raw CONET o | @
. o i
opefations J L o S Z
NE.3.1.5.1. 2 -
CONET™ % T coner ® CONET
Engine TE TE SMILE
API \ 1/

Socket API @

7| CONET API

TCP/IP % CONET prqtocols and
algorithms
Track 1 Track 2

Figure 3 - CONET services deployment strategy

4.1 Design strategy

Since the CONET networdrchitecture iderived fromthe CCNXx architectur[7] proposed in
[8], we choose to base oswftwar¢ on a modified version of tHeCNx software

The CCNx package rurisoth on Linux and on Android. This feature will ii#ate CONET
deploymenbn mobile device

In what followswe will begin by describing CCPM networking principles ar the CCNXx
software We will then go on to identi the differences between CCNx and CONand
discusghe issues they raise for the CONVERGENCE impleateort
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4.2 CCNx networking principles

To maintain consistency with the CONET tdinology introducedin D3.2[2], we have
mapped CONETterminology to CCNx terminology. In this mapping the CC “Data
packet” is equivalent to the CONET nar-data CIU, the CCNx “Interest packet”
equivalent to the CONETnterest ClUand the CCNXx string @me/chun-number) that
identifies a CCNxData packet is equivalent to the CONET Network tden (NID). For a
full description of CCNx we refer {[7] for the software and to [8pr networking principle:

CCNXx provides users with the possibility of dowrdoey a name-data CIU by specifying it
name and chunk numbehat is its Network IDentifier (NID). To download a nam-data
ClU, a CCNx endiode sends otan Interest CIU that contains the NID of tlrequested
nameddata CIU. Network nod: forward the Interest CIU towardbe best servir-node.
Forwarding is based ondhNID contained in the Interest Cl(contentrouting) and a hame-
based forwarding tablesalled the Forwarding Information Base (FIBEntries in the FIB
have the form <namprefix, nex-hop address/port>. Interest Cldse forwarde via a plain
UDP/IP socket, whosemote endpoint is the next hop CCN nc

Every time a node forwardsr Interest CIU, the node registers the requested &libthe
identifier of the ingresmterface in a table calledPending Interest Table (PITThis scheme
enables CCNx tsupport reverse routing (i from serving-node to endede)

When the Interest CIU reaches the ser-nodeor a node that has cad the requested
named-data CIU, the nodetrieve: the data item from itewn Content Storage (CS)d
sends back the namedta CIU. The nam«data CIU is forwarded toward the «node by
exploiting and consuming the information in the $4f the node the Interest Clltraversed
previously. Every timea node receives a nan-data CIU, the node looks Lthe output
interface in the PITuses the interface fforward the namedata and deles the PIT entry.
Furthermore, Wwen a node receives a nar-data CIU, it cancache the data item in |
Content Storage (CSthereby enabling -network/en-route caching.

Forwarding of CIUs and imetwork caching should be considered a: “core” functions of

CCNXx, which the software supplements wother “high-level”’functions, allowing users to
download a complete nameldta,and to manage Content Storage.

The downloading function(“getfile”) implements a receiveiriven congestion contr

mechanism, in which the embde sends the complete sequenickterest ClUs required f

download the set of nametita ClUsforming a whole named-ddta

The Content Storagmanagement functic enables users to create nandeda ClUs, starting
from a whole namedata, and to store them in tContent Storage itself.

’As described in [2]a name-data CIU is only one chunk of a comiglename-data (e.g. a
file).
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4.3 CCNx software architecture and functionality

The CCNx softwareonsists of core functions implemented | ccnd daemon written in (
language and highéevel function, mainlyimplemented as Java applicati.

The ccnd daemon manages the, the PITand CS. When an Interest CIU arrives,
daemon checks theéontent Storage (C. If the CS contains a nameldta CIU that matche
the Interest CIU, the daemon responds to the Isit€3#J with a name-data CIU. Otherwise
the daemon extractbe address of the next hop node toward the se-node from the FIB
andcreates an entry in the PIT to supgreverse forwarding of the nan-data CIU. If there
is no matching entry in the FIB, the daemon dissaine Interest CIl

4.4 Key issues for the CONET implementation

The main issues for the CONEmplementatiorarise from the need to implement a nurr
of functions that are not present in CC|

1) Lookup-and-cache routing architecture. CCNx does not have a mechanito limit the
size of the naméased routing table. This means twith 10" name-prefixes (as we
expect) we would need a FIB with ** entries. Suca large forwarding table is not
technologically feasib solution for forwarding packages over high speeés. To
achieve fast lookupindeed, forwarding tables are realized BZAM or SRAM
memories hat have every limited space. To “alleviate” thialability problem, we
have devised bokug-and-cache routing architecture, in whitie FIB contains only
the subset afoutes currently used to forward tra. In this scheme, issing entries in
the FIB areretrieved fron a remote RIB (Routing Information Base) hosted b
Name Routing System (NRS) n¢, and inserted into the FIB wh,, if necessary, they
replace routesonsidered inactih. The routereplacement strate has a relevant
impact on performan, and we devised and implementéa Inactivity Time Ou
(ITO) replacement strategybetter described in the forthcomiiab.2). ITO infers
which are the inactive routes ain casereplaces them, rather than replacing ac
routes. Furthermore ITO opers without pre-emptin, i.e. an active route can ne
be replaced. For theake of comparis(, we also implemented the w-know Least
Recently Used (LRUjeplacement policy.

2) NRSrouting-layer. The routing protocol is aimeat disseminatg the routing entries
among NRS node We need to implement this rout-plane from scrat¢, indeed
CCNx does noprovide: a routing protocol.

3) Carrier-packets. CCNx directly transfers Interest CIU and na-data CIU in large
IP/UDP packets. To reduce security overhead, C uses large nam-data CIU, with
sizesin the order of tens of kilo bytewup to 8kB). Thesdarge ClUsrequire IP
segmentation. Therefore, each CCNode has the burden of reassemt an IP
packet befordét can forwarca named-dat&lU. To overcome thiissue and to further
reduce security overhe, CONET introduces named carrgackets, low-level
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carriers of CIUsA carrie-packet is an IP packet with the IP CONET op! Using
carrier-packets, thEONET could usa very large namedata CIU (e.ggreater than
65 kilo bytes)so limiting security overhead without the neededssembly data us
at each CONET node.

4) Source-routing. CCNx nods are statefulin the sense that the Pistores status
information onongoing communications. CONET nodes areeless. What makes
this possible is theourcerouting approach used to route daseckfrom the end-node
to the serving-noddevery time a border-node forwards &mterest CIL, it appends an
identifier of the output interfacto the data unit. This gives tlservin¢-node a list of
the interfaceshe Interest CIU has travers, enabling itand next nodeto return data
to the end-node.

5) Congestion-control. CCNx perform congesti-control on name-data ClUs.
However, we arguéhatits large data-units redudke performance cthe congestion
control algorithm. Therefore, CONET performs cortion control on carrie-packets.
This approach should provi performance similar to that of TCP.

6) Internal node. CCNx does not have this type of nodmternal nods perform
forwarding operation by means ol, but are able toache CONET nam«-data ClUs.

7) Named-sap. CCNx provids userswith the possibility of fetching nam-data. The
CONET extends thscope of theservice by allowing users foush information to
remote serveidentifiec by a name (i.e. the named-sap).

4.5 CONET implementation

We plan to extend thECNx software handlingthe seven issues identified in the previ

section. At the time of writing, implementation the forwardingplane ofthe lookup-and-
cache routing architectur@.e. the first issueis complete.ln our laboratories we have

preliminary and runningersion o CONET border-nodes, end-nogssrvini-nodes and NRS
nodes.

Figure 4reports the modules involved in the loo-andcache forwarding operation. V

introduced a number of modifications to the ccndrdan. Now, if the FIB does not contz

an entry for an incoming Interest CIU, the ccndegates a reuest to a local lookt-and-

cache server, including the name (NID) of the ne-data CIU the Interest CIU refers to. T

local lookup-andzache server queries a Name Routing System (NR&@, nmplemente:

using bind9 DNS server software. The NRS node Ies to the looku@nc-cache server with
the IP address of the next bor-node toward the servingede. When the looki-and-cache
server receives the reply, it commits the ccnchseit a new route in the FIB. If the FIB F

reached the maximum allowede, the insertion of the new route is controlledhmry selecte:

route replacement policy, i.e. LRU or I1
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Figure 4 - Implementation of lookur-and-cacheforwarding plane
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5 Implementation Technologies

5.1 Standards

The CONVERGENCE middlewa (CoMid) is based orand extends the standard MP

middleware (MPEQM). Especially for implementatiorCoMid follows the guideline of the

MPEG eXtensible Middlewe (MXM) standard implementatiofMPECG-M Part 3 —
Reference Software [5]Wwhile simultaneously contributing new componeneeded in both
projects.

As far as concernauthentication and secur and the underlying PulliKey Infrastructure

(PKI1), CONVERGENCE will use established standards suck.a89 certificates and PKCS
signature schemes. Given the lack of establishéefnational standards 1 “Restricted

Identification” feature willbe based on tl German nPA standarduged forelectronic

passports)CONVERGENCE Smartcard technology will be base thelSO 7816 standarc

5.2 Devices

The CONVERGENCE middleware has been successfully testedPC and MAC
workstations and laptopsunning Java Virtual Machine (JVN\ersion 5and higher. It has
not yet been tested on portable mobile devicesh as mobile phones or tablets). These i
are planned for thaeear future CONVERGENCE's network tedied currently operate
successfullyon laptops and workstatis.

5.3 Operati ng Systems

The components of th€ONVERGENCE middleware havbeen successfully tested
Windows Vista; Windows 7; Linux; and Mact X. Nonetheless, as components are b
developed in Java, they are expected to run suodgsen any operating system vch
supports Java standard edit In the near future, it is planned to integ CONVERGENCE
middleware with the Android operating syst

The CONVERGENCE network operes on the Linux operating system. Work is in prog
to run the network oveindroid.

5.4 Protocols

The CONVERGENCE middleware relies on the followinglerlining protocol:

« HTTP/SOAP.The elementary services that make up CONVERGENCdHdenwvare
are implemented as web services. Web services comatenusin the HTTP and
SOAP protocols.
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* SIP.In track 1 of the CONVERGENCE projecthe “advertising “and “sending to
named service-accepsint” operations on the CONET TE are implementsiahg the
SIP protocol. h track 2 these operations will use tEONVERGENCE nework API.

The CONVERGENCE ntevork relies on thCONET protocolspecified in[1] and on IP.

5.5 Servers

CONVERGENCE provides two distinct implementatiof&Etementary service

* Usingthe EJB3 frameworbased on the HTTP protocol (section6.2);

» Using the sendToName primitive in the CON(see Section 5.4).
In the first impementation tr application server will be Apache Tomcat 6 with BHaippori
provided by the Apache OpenEJB3 library. Elemensaryices will also be tested with JB«
v5.1.
The second implementation does not require theliaeserve
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6 Development Platforms

6.1 Languages

The CONVERGENCE middleware components written in Java (Java StandaEdition,
version 5 and higher), which guarantdnteroperability across differeroperating systems
and is supported by a large variety of framewolincluding application server The
CONVERGENCE network iswritten in C language and idava (Java Standard Editic
version 5 and higher).

6.2 Tools and external Frameworks

Development work on the Col is based on the following tools:

Apache Maven

The maven project gicture provides a very simple, yet efficient wayotrganize ani
maintain complex projes such the CONVERGENCE middlewaiThe organization
of the project is similar to that of MXI

The root maven proje(“middleware”) contains the following module

e convergenceore— this module extends the mxm-cavigh standard interfaces
and abstract class

e convergenceengines— this module ensists of multiple si-modules, each
consistingof an engine

e convergencepps— this module includes basic applicationsed to demon-
strate middleware futtionality. User interfaces are deliberately sim

Java Architecture for XML Binding (JAXI
The JAXB frameworks used:
* to transform th XML schemas for protocols and datauctures (REL
statementsVDIs, etc.) into Java classes
* tomarshall (go from XML document to Java object) aunmarshall (go from
Java object to XML document) dynamically in the €
Enterprise Java Beans 3.0 (EJ
The EJB3 frameworlis usedto implement elementary serviceThe interfaces for
elementary servicegsse EJB3 annotatior remote calls to services use JAX-WS
2.0 framework
jBPM (Business Process Managem
We are currently experimenting wiijBPM to support thedynamic execution of
BPMN version 2.0 processes. This would w usto use BPMN to define and execi
complex aggregation workflow[10].

Eclipse Toolset
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The Eclipse Mwven and web tools platfo (WTP) pluginsare use to facilitate the
development procesShe Drools and BPMN2 plugs provide graphical BPMN
editors.
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7 Limitations and open issues

Even though th@etwork ancmiddlewaredesign described in this deliverable pros clear
guidelines, the actuamplementatin of the engines used in CONVERGENwill have to
take account of thdéimitations imposed by specific operating syst¢, operating system
versions andlevices. In what follows, we will discuss the mimsportant of these issues a
describe proposed solutions.

7.1 Mobile Devices

Mobile devices & gaining ground among todaynternet users. In recognition of this fe
CONVERGENCEwWiIll shortly run tests to ass¢ whetherCONVERGENCE’s middlewar
and network implementatio can be deployed on the Android platfo The choice of
Android is motivated bythe open nature of the OS, the possibility of dgiplgp of

applications through direct download and install procesand the similarities with ope
source OS implementations such as L. However, it is still nb sure whether th
deployment will be possibléf the results of the testsrove to be negativwe will report the
problemswve have encountered and investigate possible snt.

7.2 Development Languages

As mentioned earlieQur current implementation the CONVERGENCE middlewaruses
the Java programming langue However not all devices support Java. Supportiresd
devices would require a completely new implemeataif the middleware. At this stag
therefore, CONVERGENCE will be restrictedmobile devices which support Ja

7.3 Orchestration and Aggregation

CONVERGENCE requires anified approach to aggregatidghat exploit: standard APIs and
protocols Work on this issue is ongoing. /mentioned in Section 6.®&ne option currentl
under investigation is to uske jBPM framework to host the execution of chahgrotocol
engines. Howevetthis would require a loof work to define APIs anélementary servis
and a framework providinfyll supportfor the execution of BPMN v2.0 workflo\, which is
currently lacking.

In the absence of such a framework we will BPMN to defineservice aggregation, i
specified in MPEG-M Part BL1] but will not directly execute BPMMefined workflow. In
this case aggregation will be implemented in theesvay a other elementary servic

7.4 Security

CONVERGENCE scurity software wi beimplemented using the following softw:
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1. Java Standard Edition packages (security packagesyding the sun.security.*
packagefor standard cryptographic services like symmegmcryption, asymmetri
cryptography for digital signatures and encron/decryption with RSA or EC
(Elliptic Curve Cryptography

2. Java Standard Edition for advanced cryptographiwices supporting GS (Grot

Signature), IBE (Identity Based Encryption) and ABAtribute Based Encryptio.

This softwarewill also support functionality envisaged for later phis of the project.

3. Dedicated Smart Card software usec-card: cryptographic library functionali
specialized for the Smart Card IC at hand, OS @ipey system) c-card.

In implementing points And 2,we will attemptto avoid software not included standard

Java.However, more sophisticated secuitasksmay require the use @additional software
such as “Bouncycastle”.
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9 ANNEX A —Developer’s Guide to CO MID

9.1 Checkout the Source Code

Since CoMidis based on MXM, the first thing a developer neteddo is to synchronize wit
the MXM SVN repository:

svn co http://lwg11.sc29.org/mxmsvn/repos/JAVA/trumBegn

This repository has public read access, usingdh@wing credentials

« Username: mxmpubro
« Password: mpegmxm

The second step is to chealtt the CoMid repository from the followingpkcation

svn co
https://minerva.netgroup.uniroma?.it/svn/convere28OF TWARE/middleware/CoMid/tri
k middleware

Since the middleware is still unddevelopment, the CONVERGHENE repository is not ye
public. The repository will be made public at end of the implementatit.

CONVERGENCE applicationcan also be found in the CONVERGENCE reposi

svn co
https://minerva.netgroup.uniroma2.it/svn/converg28©F TWARE/CoApp/applications/tr
k application

9.2 Source Code Structure

Figure 5 depictshie file structure othe MXM and CoMid repositories.ofhe engineare the
same in both repositories while some different. This is because some cast CoMid uses
MXM engines as is, oextens their functionality while maintaining the same narireother
cases CoMid introduceompletely new engin.
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Figure 5- MXM and COMID File Structure
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9.3 Build the Code

As already mentioned in Secti6.2, we uséApache Maven to setup and build the sot
code. In both cases (CoMahd MXM) webuild/install the whole projedrom the top level
pom.xml file. Ifwe want to instalonly a specific engine, we can use its specific pomfile.
The usual command to build and install our proje:

mvn clean install

Now that the code is built, installed and readpéamported into Eclipse, any developer
start from this basis arektendCoMid or MXM.

To import the project to Eclipse, we suggest usheg following command and then simy
import the project to Eclipse as a Maven Prc

mvneclipse:eclipse

9.4 CoMid Engine Implementation Guide

To implement a customngineCust onEngi ne>, a developeshould work i1 following steps:
1. Create the engine abstract class and interfacé®inor. For technology engines t
package
eu. conver gence. m ddl ewar e. engi ne. <cust onEngi ne>TE. <Cust onEngi ne>
For protocol engines use the pack
eu. conver gence. ni ddl ewar e. engi ne. <cust onEngi ne>PE. <Cust onEngi ne>
This engine extends th
org.iso. npeg. nxm cor e. MKMEngi ne
as described in Secti3.2.1.
2. Data-handling interfaces for the new engine should extend t
org.iso. npeg. nkm cor e. MKMCr eat or AndPar ser core interface
3. If there are any exceptions relatecthe engine, they shoulzk includi in the package
eu. conver gence. nm ddl ewar e. engi ne. <cust onEngi ne>TE. excepti on
4. The <tust onEngi ne> name must be added to
eu. conver gence. m ddl ewar e. cor e. Conver genceEngi neName
enumerator.
5. Create the new engine project emodule in the convergen@sgines Naven project.
6. Implement the abstract classes and interfacthe core.

9.5 MXM Configuration

CONVERGENCE useghe MXMConfiguration file notation to instantiatdet engine:
required by an applicatiomhe MXMConfiguration.xml file looks likethis:
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<?xml version="1.0" encoding="U7-8"?>

<mxm:MXMConfigurationxmins:mxm="cg:iso:mpeg:mxm:configuration:scherr
xmins:xsi="http://www.w3.0rg/2001/XMLScher-instance"
xsi:schemalocation="org:iso:mpeg:mxm:configuratsmmema mxmconfiguration.xsc

<mxm:MXMEngine id="0" type="CreateContentPE
<ClassName>
eu.convergence.midellvare.createcontentPE.remote.CreateContt
</ClassName>

<EngineParameters>

<entry key="SERVICE_URL"
http://localhost:9090/Convergence_CreateContenteEEat€Content?ws
</entry>

<entry key="SERVICE_NAME_NS"
http://service.CreateContentES.middleware.convagen

</entry>

<entry key="SERVICE_NAME":

CreateContentESService

</entry>

</EngineParameters>

</mxm:MXMEngine>

</mxm:MXMConfiguration>

This file should be included in the applicationsspathso that it can be passed to MX
MXM will then instantiate all engineincluded in this configuration file.
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