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Executive Summary

The goal of this deliverable is to define technispkcificationsfor the tools and samp

applications described in D.7.1. The deliverablgiteby describingthe APIsfor the tools

([1]). It then goes ono describe the security framework CONVERGENCE Application

(CoApps) outliningthe functionality required to creat secure transaction environment (¢

the use of smart cardaser identification, registration and authentaatand to protect the
content(e.g. content encryption and decryption and signi

Moving from specifications towards implementatitime next chapterof the deliverableare
devoted to the four uscenario that will be implemented ithe trials. In each case, we i
the APIs described in the previous chapter to thectfonality required by specif
applications and to applicati-specific security requirements and describe the main ste
the planned implementatiot the end of each use case chapter, list the technology
enginesused by the applicatirand the functionality to be supported at each .

ANNEX A provides samples of the application codeNMEX B provides a complet
descripion of the API for the CONVERGENCE security framew¢COSEC)

This deliverable takemto accounisomecomments of the first year review, especially th
regarding the CoNet.
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Glossary

Term

Definition

Access Rights

Criteria defining who can access a VDI or its comgruts unde
what conditions

Advertise Procedure used by a Col user to make a resource accessibl
other CoNet usel
Application Software, designed for a specific purpose that atglthe

capabilities of the CONVERGENCE Syste

Business Scenario

A scenario describinca way in which the CONVERGENC
System may be used by specific users in a specontext or,
more narrowl, a scenario describing the products and sen
bought and sold, the actors concerned and, postitdyassociate
flows of revenu in such a context.

CA Central Authorit
CCN Content Centric Netwo
Cl_Auth_SC Client Authentication with Smart Card (Challengespanse

Cl_Auth_User Pw

Client Authentication with Username and Pass\

Clean-slate architecture

The CONVERGENCE implementation the Network Level
totally replacing existing IP functionali

See “Integration Architecture” and Overlay Architecture” an
“Parallel Architectur”.

CoApp

The CONVERGENCE Application Lev:

CoApp Provider

A user providing Applications running on  CONVERGENCE
Middleware Level (CoMid

CoMid

The CONVERGENCE Middleware Lev

CoMid Provider

A user providing access to a sinor an aggregation ¢cCoMid
services

CoMid Resource

A virtual or physical object or service referendgda VDI, e.g.
medie, Real World Objects, persons, internet servi

It has the same meaning of “Resource” and it isl wsgy to bette
specify the term “Resource” when there is a risk &
misunderstanding with the term “CoNet Resoul

Community Dictionary

A CoMid Technology Engine that provides all the omaig

D7.2Tools and Sample ApplicatioiTechnical Specification
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Service (CDS)

concepts in a user’s subscription, search requespablicatior

CoNet Provider

A user providing access to CoNet services, i.e.eitpaivalent o
an Internet Service Provid

CoNet Resource

A resource of the CoNet that can be identified byans of ¢
name, resources may be either Nanukta or a Named servi
access poir

Content-based
discovery

resour

cd\ user request for resources, either through acsyib®n or a
search request toe CONVERGENCE systelffrom literature).

See “subscription” and “searc

Content-based
Subscription

A subscription based on a specification of userafgrences o
interests, (rather than a specific event or todibe subscription i
based on the actl content, which is not classified according
some predefined external criterion (e.g., topic @pmbut
according to the properties of the content it

See “Subscription” and “Publi-subscribe model

Content-centric

A network paradigm in which tl network directly provides use
with content, and is aware of the content it trams) (unlike
networks that limit themselves to providing comnuation
channels between hos

CONVERGENCE The level of the CONVERGENCE architecture that legthes the

Applications level interaction with CONVERGENCE users. The Applicatidrevel

(CoApp) interacts with the other CONVERGENCE levels on liebathe
user.

CONVERGENCE The Computing Plaorm level proviés content-centric

Computing Platform networking (CoNe, secure handling (CoSec) of resources wi

level (CoComp)

CONVERGENCE andcomputing resources of peers and nc

CONVERGENCE Core

> A semantic representation of the CoReST taxon

Ontology (CCO) See “CONVERGENCE esource Semantic Type (CoRe€

CONVERGENCE A combination of hardware and software or a sofengstance

Device that allows a user to access Convergence funciims

CONVERGENCE A collection of technologiesassembledto deliver specific

Engine functionality and made available tApplications and to othel
Engines via an Al

CONVERGENCE The level of the CONVERGENCE architecture that jmles the

Middleware level means to handle VDIs and their compone

(CoMid)

CONVERGENCE The Content Centric component of the CONVERGEM

D7.2Tools and Sample

ApplicatioiTechnical Specification Page 9 of 90
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SEVENTH FRANEWGRE
PROGRAMME

Network (CoNet)

Computing Platform level. The CoNet provides acdessame-
resources on a public or private network infragtroe

CONVERGENCE node

A CONVERGENCE device that implements CoNet funcidy
and/or CoSe functionality.

CONVERGENCE peer

A CONVERGENCE device that implements CoApp, CoMidd
CoComj (CoNet and CoSec) functionality.

CONVERGENCE
Resource Semantic Tyy
(CoReST)

A list of concepts or terms that makes it possibleategorizea
@esource, estlishing a connection with the resource’s sema
metadat:

CONVERGENCE A component of the CONVERGENCE Computing Platfoevel
Security elementimplementing basic security functionality such aesrage ol
(CoSec) private keys, basic cryptography,

CONVERGENCE A system consiing of a set of interconnected devic- peers ang
System nodes- connected to each other built by using the techyiek

specified or adopted by the CONVERGENCE specifiratiSee
“Node” and “Peer’

Dec_Key_Unwrap

Key Unwrapping and Content Decryption

DIDL

Digital Item Description Langua

Digital forgetting

A CONVERGENCE system functionality ensuring that I[gRio
not remain accessible for indefinite periods ofejnwvhen this i
not the intention of the us

Digital Item (DlI)

A structured digital object with a standard repn¢agon,
identification and metadata. A DI consists of reseu resourc
and context related metadata, and structure. Thetgte is giver
by a Digital Item Declaration (DID) that links reurce and
metadat:

Domain ontology

An ontology, dedicated to a specific domain of kienlge or
application, e.g. the W3C Time Ontology and the Kmes
ontology

Elementary Service (ES

The most basic service functionality offered by @eMid.

Enc_Key Wrap

Encryption and Key Wrappii

Entity An object, e.g. VDIs, resources, devices, eventspum
licenses/contracts, services and users, that andglary Servic
can act upon or with which it can inter:

Expiry date The last date on which aDl is accessible by a user of t

CONVERGENCE Systen

D7.2Tools and Sample

ApplicatioiTechnical Specification

Page 10 of 90



-e@@nvergence

Fractal A semantically defined virtual cluster of CONVERGEH peer:
Group_Sig Group Signatut

ICN Information Centric Netwol

Identifier A unique signifier assigned to a VDI or componesftaVDI.

Integration Architecture

An implementation of CoNet designed to integrate N€x
functionality in the IP protocol by means of a nloNRv4 option or
by means of an IPv6 extension header, making IReot-aware.
See Clean-state Architecture”, “Oveay Architecture”, “Paralle
Architecture’

IP

Identity Provide

License

A machinereadable expression of Operations that may
executed by a Princip

Local named resource

A namecresource made available to CONVERGENCE u
through a local device, pmanently connected to the netwao

Users have two options to make nar-resources available
other users: 1) store the resource in a devicd) wipermaner
connection to the network; 2) use a hosting senlicehe even
she chooses the former opt, the resource is referred to as a Ic
names-resource.

Metadata Data describing a resource, including but not kaitto
provenance, classification, expiry date
MPEG eXtensible A standard Middleware specifying a set of Applioa

Middleware (MXM)

Programming Interfaces (APIs) so that MXM Appliceis
executing on an MXM Device can access the stanaaltdmedia
technologies contained in the Middleware as MXM iBeg

MPEG-M An emerging ISO/IEC standard that includes the iptess MXM
standarc
Multi-homing In the context of IP networks, the configuration mwiultiple

network interfaces or IP addresses on a single aten

Named resource

A CoNet resource that can be identified by means afame
Namecresources may be either data (in the follcg referred tg
as ‘“name-data”) or service-accegm®ints (“hame-service-
acces-points”).

Named service acce
point

s&\ kind of name-resource, consisting of a service access |
identified by a name. A nam-service-accespoint is a network
endpoint ientified by its name rather than by the Internett

numbering mechanisi

D7.2Tools and Sample
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Named-data

A namec-resource consisting of data.

Network Identifier

(NID)

An identifier identifying a named resource in
CONVERGENCE Network. If the named resource is a or an
indentified VDI componel, its NID may be derived from tt
Identifier (see “Identifier”

Overlay architecture

An implementation of CoNet as an overlay ove

See 'Clean-state Architecture” andntegration Architecture” an
“Parallel Architecture”

Parallel architecture

An implementation of CoNet as a new networking talyat car
be used in parallel to |
See 'Clean-state Architectuteand “Integration Architecture” an
"™ Qverlay Architecture

PKI

Public Key Infrastructul

Policy routing

In the context of IP networks, a collection of ®&br forwarding
and routing data packets based on policies defimeaetwork
administrators

Principal (CoNet)

The user who is granted the right to useCoNet Principal
Identifier for naming its named resources.

For example, the principal could be the provideadervice, th
publisher or the author of a book, the controlieadraffic lights
infrastructure, or, in general, the publisher &fL2l.

A Principal may have severPrincipal Identifiers in the CoNi

Principal (Rights
Expression Language)

The User to whom Permissions are Granted in a ki

Principal Identifier

(CoNet)

The Principal identifier is a string that is usedthe Network
Identifiers (NID) of a CoNeresource, when the NID has the fo
NID = <namespace ID, hash (Principal Identifiegsh (Label).

In this approach, hash (Principal Identifier) mbeiunique in the
namespace |, and Label is a string chosen by the principe
such a way that hash(Lel) is unique for in the context of tl
Principal Identifier

Publish

The act of informing an identified subset of usek the
CONVERGENCE System that a VDI is availal

Publisher

A user of CONVERGENCE who performs the act of pstuhg

Publish-subscribe mode

ICONVERGENCE uses a cont-based approach for the pub-
subscribe mod, in which notifications about VDIs are deliver:
to a subscriber only if the metadata / contenhoté VDIs matcl

D7.2Tools and Sample ApplicatioiTechnical Specification
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constraints defined by the subscriber in his Supson VDI.

Real World Object

A physical object that may be referenced by a.

REL

Rights Expression Langue

Resource

A virtual or physical object or service referendgda VDI, e.g.
media, Real World Objects, persons, internet ses

Scope (in the context ¢
routing)

fin the context of advertising and routing, the gepbical or
administrative domain on which a network functigrerates (e.c
a well defined section of the netwc- a campus, a shopping me
an airport-, or to a subset of nodes thaceives advertisemer
from a service providel

Search The act through which a user requests a list ofsvildéeting a s¢
of search criteria (e.g. specific key value pairthie metadata, ke
words, free text etc

Serv_Auth Server Authentication ithout Smart Card

Service Level An agreement between a service provider and anatker or

Agreement (SLA)

another service provider of CONVERGENCE to prowvide latter
with a service whose quality matches parametermetkfin the
agreemen

Sig Signatur:

Smart_Card Role Authentication towards Smart C

Role_Auth_SC

SP Service Provide

Subscribe The act whereby a user requests notification evieng anothe
user publishesor updates a VDI that satisfiethe subscription
criteria definedby the formeruser (key value pairs in tt
metadata, free text, key words et

Subscriber A user of CONVERGENCE who performs the act of subsuy.

Timestamp A machinereadable representation of a date and

Tool Software providing a specififunctionality hat can be rused in
severe applications.

Trials Organized tests of the CONVERGENCE System in sjue

business scenarit

Un-named-data

A data resource with no NI

Us Reg_ IP

User Registration to Identity Provic

Us_Reg_SP

User Recstration to Service Provider

D7.2Tools and Sample
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SEVENTH FRANEWGRE
PROGRAMME

User

Any person or legal entity in a Val-Chain connecting (an
including) Creator and ErUser possibly via other Use

User (in OSI sense)

In a layered architecture, the term is used totiflean entity
exploiting the service provided by a layer (e.gNébuser)

User ontology

An ontology created by CONVERGENCE users when publist
or subscribing to a VC

User Profile

A description ofthe attributes and credentials of a user of
CONVERGENCE Syster

Versatile Digital
(vDI)

Item

A structured, hierarchically organized, digital et containing
one or more resources and metadata, includinglardéon of the
parts that make up the \I and the links between the

D7.2Tools and Sample ApplicatioiTechnical Specification Page 14 of 90
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1 Introduction

This deliverable providetechnical specifications for the CONVERGENCE toatgl sampls
applications originallydescribed in D.7 ([1]) and analyzethe applications that will be us:
in the first phase of thEONVERGENCE trial. D.7.1 analyzed each application in term:
the functionality it required anof the enginesused to implement this functionality. Tt
deliverable goes one step further, specifying ctllsTools APIs and analyzing secur
constraints, see Figurel-1 (Decommsition of CONVERGENCE Applications in
CONVERGENCE Tools)The deliverable idivided into two mairsection:

1. The first (chapters and <), describes the CONVERGENCHRdis and the CoApps
security framework, tF APIs and additional functionality (e.g. license creati
insertion of metadatdhey will use ad their security requiremer

2. Thesecond part (chapters 4,5,6 anddescribes the four use case scenarios in t
of theirsecurity requirementtheir requirements farser and registration righigoing
on to specify the APIs that will be us for the creation of application VD

Application

Supported functionalities

Create Resource VIO . : Search for
. Registerc Advertise Delete
(e.g. photo, video, : related
login Content Content
etc.) Content
CONVERGENCE Tools
Qser : Resource VL Publish VDI il Revoke VDI
Registration VDI
CoMid

Security TE Metadata Tl RELTE CDSTE ERTE
Overlay TE CoNet TE Match TE

Figure 1-1: Decomposition of CoApps in CONVERGENCE Tc

The deliverable isrganized as follow

Chapter 2 describeghe APIsfor the basic tools as defined in D.7afd for the Resource
Tool.
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Chapter_3 specifiesthe CoApps security framewordescribingthe use of smart carc
content encryption/decryption, kewrapping/unwrapping, user registration, client/se
authentication and group signatu

Chapters 4, 5, 6, 7describethe four use case scenarios. Each descriptionheafliowing
structure

* Reguirements:

0 User Registration and Righ licensing requiremenfer different classes of us

0 Security: security constrain (e.g. anonymity, group signati, restrictions per
user) forspecific applicatior.

+ Application VDlIs:

o Related APIsApplicaticn specific APIs

o Integration with themiddleware: enginesused to support scific application
functionality

Chapter 8 summarizessome findings focusing on the way CONVERGENCE applicatic
will exploit the CONVERGENCE concept ' Information Centric Networking (ICN

D7.2Tools and Sample ApplicatioiTechnical Specification Page 16 of 90
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SEVENTH FRAMEWORK
e

2  Description of the APIs for CONVERGENCE Tools

2.1 Introduction

We designed five lssc CONVERGENCE Too: User Registration, Resource VDI, Pish
VDI, Subscribe toVDI, Revoke VDI. Other operations such Creation of License
Metadatapr Event Report can be viewed as additl APIs to tools (namely Resource VI
Publication VDI, Subscription VDI) since are commamong ther. For example, the API
for the creation of license, ERR and metadata amnton for Resource VDI, Publicatit
VDI and Subscription to VDI Tools

This chaper describes the APIs for the CONVERGENCE T listed in the following table

Tools are categorized per different VDI type-VDI, S-VDI, R-VDI) (first column). In the
second column, we report the list of tools as noeretil above: Creation and Storac R-
VDI (i.e. the Resource VDI Tool), Recation (in all three VDIs), Creation and Injectioh
PV/Dls (i.e. the Publication VDI Tool), Creation ankhjection of (VDIs (i.e. the
SubscriptionVDI Tool) and User Authentication and Identificatidi.e. UserRegistration
Tool).

Category Tool Engine

Resource VDI | Creation and Stora Authenticate Us¢

Identify Conten

Media Framework (Encrypt Resour

Createlicense

Describe Conte!

Create ERR

Create Contel

Sign Conter

Package&Conten

Store Contel

Reques Authenticate Use

Request Conte

VDI Parsing

Media Framework (Decrypt, Decode, Pres
Resource)

Store Event

Revocatiol Authenticate Us¢

Send Revoke requt

Publication VDI Creation anc Authenticate Ust¢
Injectior

Identify Conten

Media Framework (Encrypt Resour
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Create Licenc

Describe Conte!

Create ERR

Create Contel

Sign Conter

Inject Conter

Store Contel

Revocatiol Authenticate Use
Send Revoke requt
Subscription Creation anc Authenticate Ust
VDI Injectior
Identify Conten

Media Framework (Encrypt Resour

Create Licenc

Describe Contel

Create ERR

Create Contel

Sign Conter

Inject Conter

Store Contel

Revocatiol Authenticate Ust
Send Revoke requt
User Authenticatiol Authenticate Use
Identificatior Identify Use

Table 2-1: CONVERGENCE Tools and corresponding engines

2.2 User registration

This tool is responsibléor the identification and storage of users andrticeedential,
enablingthem to access and use secured functions insideMEBENCE. Users can
register either with afdentity Provider (IPor with aService Provider (SP). Registering w
an IP requies the user to provide his credentials in per3tme process is assumed to
executed by a designated officer inside a secunddtrastworthy areeThe officer provide:
the userwith a smart card containing his identity creddatand the IP’ root certificate.
Later the user will usan SP registration toto register ggseudonym. The SP derives tr
based on the IP user certificate. Whenever a usentsmo access an application/she
authenticates him/herselsing this pseudonym. The SP’s cratials are storeon user smart
card during registration witthe SP this requires a user certificassued by the ).
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2.2.1 Related APIs

2.2.1.1 Identity Provider

* int identifyUser(String firstName, String lastName, Date birthday, String
country, String locality, String organization, String pin). Stores the user on
database. Certificates and keys are generatedéouder and his smartcard. The
officer has to fill in the arguments. The fuion generates blserIC and returns it to
the user.

» void deleteUser(int serID). Completely deletes a uskom the database, when t
user is identified by a user.

» void deactivateUser(int userl[). Deactivates a user. The useflagged ainactive.

* void activateUser(int userIC). Activates a deactivated user.

2212 Service Provider

* int identifyUser(X509Certificate iPUserCertificate, String userld). Stores the user
on a databaseGenerates ertificates and keys for the user and/her smartcard.
Provides lhe user’s IP certificate as well as the pseudorhyenuiser wants to gister
with. Generates and returns a userID for the.

» deleteUser(int userlL). Deletes a user from the data base.
» deactivateUser(int userIC). Deactivates a usedflags the user as inact

» activateUser(int userlC). Activates a deactivated user.

2.3 Content registration

This tool provides an identifier for a VDI or forcamponent of a VDI. The identifier allov
the authentication of the VDI on later occasions. helwith industry practicethis is called
Content registration. ie names of the relateengines (idetification and authentication) a
different.

2.3.1 Related APIs

* |dentify Content

» String getldentifier(DIDL vdi ). Returns the identifier of the VDI as a string. 1
identify content service provider keeps a recorgpirgg the identifier to a hash val
of the DIDL.

» Authenticate content
* Boolean AuthenticateContent(DIDL vd)). Authenticates the VDI conte
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2.4

Resource VDI

This toolallows a user to creaand parse a Resource VDI (R-VDI) apiebvides methodto
add and extracnetadata, licenses, resource referenceslinks to other VDIs Additional
methods allow users to packi the VDI with resources, to sign and torst the VDI. These
functionalities are supported by various middlewangine, the most important of which
the VDI TE The metadata element of th-VDI is created and parsed by Metadata TE.

2.4.1 Related APIs

e Create R-VDI

addKeyword (String keyword). Adds a keyword description to the-VDI, e.g.
comedy.

addFieldValue (String field, Object value). Adds a field/valugoair description to th
R-VDI, e.g.genre, comedy. Note thvalue is of type obj. This inables the use of
non-String valuessuch a double or integer values amtates. This way the valt
preserves its datgpe.

addTag (String tag. This method adds a tag description to th-VDI. Unlike
keywordstags are URIs backed up by a controlled vocabt

addStructuredMetadata (StructuredMetadata structuredMetadata). The method
adds structured metadata descrigs to the R-VDI.Users may create structur
metadata glects using the Metadata Al Each object consists of an XM
description based can XML schem e.g. MPEGY or RDF/XML descriptions base
on ontologies.

addLicense (License licens. Adds a license to the RPI. The usercan create the
license object with tF License APIsstating the issuer, grants to principals Note
that the R-VDI carembe( multiple licenses.

addSignature (Signature signatur). Adds a signature to the-YRDI. The user can
create the signature object with the Sec TE. Note that the signature is not a sim
hash of the VDI, but a complex XML signatt

addResource(String resourcUrl, String mimeType). This method adc a resource
reference descriptor to ttRVDI. An optional mimeType parametallows users to
specifythe content typ:

addRelationship(String relationshipType, String vdid). Adds a relationship
descriptor stating @emantic relationship betweenother VDI and the VDI to b
created. The relationshipTypcan be anURI identifying ontology relationshi
However, this is not mandatt.

setStartDate(Date startDate). Sets the start date for the validitfythe F-VDI.
setExpiryDate (Date expiryDate). Sets the expiration date fttre F-VDI.

DIDL generateRVDI (). This methodnakes it possible to create R-VDI, provided
the metadata, licenses, etc. haalready been inserted.he Resource VDI Toc
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employs the Orchestra TE to build a chain of enginefjse the datisubmitted by
the user and generadevalidVDI object.

* Parse R-VDI
» String getldentifier(). Returns the identifier of the R-VDI.

» String getSequenceldentifier). Returns the sequence identifier of tF-VDI.
» List<String> getKeywordList(). Returns the keywords that describe tt-VDI.
» List<String> getTagList(). Returns the tags that describe th¥ Bk

* Map<String,List<Object>> getFieldValueMap(). Returns all field value
descriptions in a map objecUsers may addmore than one val, hence the
corresponding value list obje

» getStartDate().Returns the start dafor the validity of the RvDI.
» getExpiryDate(). Returns the expiry dafor the R-VDI.

» List<StructuredData> getStructuredDataList(). Returns a list containing all
structured datdescriptorsfor the R-VDI. The user camse the Metada APIs to parse
the metadata further.

» List<License> getLicenseList). Returns a list containing all licenses embedde
the R-VDI. The usecan us the License API#0 parse the licenst

» List<Signature> getSignatureList(). Returns a list contaimg all signatures
embedded in the R'DI. The Lser can use the Security T&Eparse the signatur

* Map<String,String> getResourceList). Returns amap object containing reurce
references and theMIME type.

» List<Relationship> getRelationships(DIDL rvdi). Returns a list of the relationshi
of the VDI in a Relationship object which contains the relalip type and th
relevant VDI.

« Store R-VDI

* Boolean store(String filePah). Stores the VDI irthe specified filePa location. If
the user has not done so alreahe tool generates the R-VDI.

« Advertise R-VDI

» Boolean advertise §tring filePath). Advertises an R/DI when the F-VDI is located
in a specific file path identified by the filePasipring. If there is no valid filepa
string, the RVDI is generated and stored using the store me

« Package R-VDI

* Boolean pack (byte ][] resources). Uses the MP21FF TE tapkages R-VDI with
resourcegienerating a MP21 fi. The resources are passed as an array of ICalls
the generateRVDI methcas wellif the user has not yet created tr-VDI.
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» Byte [][] unpack(String filePath). Unpacks any resourc@acked in the RVL. The
method returns an array of bs [].

2.5 Publish VDI

This tool allows auser who has successfully created a VDI teate,inject and parse a
Publication VDI (P-VDI) providingmethods to add and parsetadata, licens, and event
report requests. Othenethods allow users to injec P-VDI into theoverlay,to add a digital
signature and to stoiie These functionalitieinvolve various middleware engines, the nr
important being the VDI TEMetadata elements are hard by theMetadata TE. The Publis
VDI tools shares several methowith the Resource VDI Tool. Most of these methods
supported by the same middleware engines in bolk.:

2.5.1 Related APIs

* Create and Publish P-VDI

» addFractal(String fractal). Adds a destination fractal to thev®l, identifying the
fractal with astring (e.g. photo fracte. This is later used by the OverlayTE
propagate the R'DI to the semantic overls

 addERR(ERR err). Adds an event reporrequestassociated with the-VDI. To
create the ERRhe user ustthe Event Report Tool.

» DIDL generatePVDI(). Generates the P-VDI incorporatingetadata, licenseERRs
etc.previously passed by the user. During the genergiiocessthe Orchestrator T
buildsa chain of engines and fis all the submitted data to fornvalid VDI object

» Boolean publish().Publishes the VDI to the CONVERGENCE cl«.

The APl also contains methods addKeyword, addTag, addFieldval
addStructuredMetadata, addLicense, addSignaturéStasiate, setExpiryDat. These
methods are defined in the same way as in the Resdwo.

e Parse P-VDI

» List<String> getFractalList(DIDL pvdi ). Returns a list of stringindicating the
fractals that the RDI belongs t.

» List<ERR> getERRLIst(DIDL pvdi ). Returns a list of stringsontaining the Ever
Report Requestdefined by the user when publishing tt-VDI.

The API also contains methods getldentifier, getSequenceldentfier, getKeywordl
getTagListgetFieldValueMap, getStructuredMetadafLi getStartDate, etExpiryDate,
getLicenselList, getSignaturel. These methods are defined in the same way as i
Resource Tool.
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2.6 Revoke VDI

This tool allowsCONVERGENCE users to revoke a P-VDI or a\®I from CoNet or
CoMid. The tool use€oNet TE for CoNe¢ revocation and the OverlayTE to propagate
revocation request to peers.

2.6.1 Related APIs

* BooleanrevokeFromConet(String nid). Revokes a VDWith nid from CoNet.

* Boolean unpublishFromComid(String vdild). Revokes a VDI with vdild fron
CoMid.

2.7 Subscription to VDI

This tool allows a user to create and parse a 3iptiso VDI (S-VDI). The tool provides
methods for adding, and extract conditions, licenses, event report reqt. Additional
methods allow the user to inject th«VDI into the semantic overli, to add a digital
signature or to store it.hese functionalities are supported by various ieigdre enging, the
most important beinghe VDI TE. The creation and parsing of metadathasdled by th:
Metadata TE. Subscription queries are formulaténg the MPQF TE.

2.7.1 Related APIs

* Create and Publish P-VDI

» addFractal(String fractal). Adds a destination fractal to the\V®I, identifying the
fractal with a string (e.g. photo fractal) whithe OverlayTHisesto propagate the S-
VDI to the semantic overle

» addKeywordCondition(String keyword). Adds a keyword condition t@ user
subscription query.

* addTagCondition(String tag). Adds a tag condition to a usarbscription quer

* addFieldVvalueCondition(String field, String operator, Object value). Adds a field
value condition toa use subscription query. The operatoption allows users to
expressnequality condition using the greaterThan @#ssThan operats. Note that
value is of type object. This makes it possiblpreserve it datatype e.g. Dat

* addTripleCondition(String subject, String relationship, String operator, String
Object). The method allows the creation of a semantic siismn expressed as a
triple pattern. Theoptional operatoroption allows users to expresinequality
conditions.

 addERR(ERR err). Adds an eent report requestssociated with the-VDI. The
user creates the ERRin¢ the Event Report Tool.
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 DIDL generateSVDI(). Creates the S-VDI usingnetadata, licenses, errs €
previously passed by the user. Orchestrator TE then buildschain of engines ar
fusesall the submitted daiinto a valid VDI object.

* Boolean subscribe ()Publishes the $DI to the CONVERGENCE clot.

The API also contains methods ‘addLicense, addSignature, setStartDate, setExpieyéra
similar to the ones in theesource VDI Too These methods are defined in the same we
in the Resource Tool.

» Store S-VDI
» Boolean store(String filePath). Stores a S/DI in a specific filepat.
* Parse S-VDI

» List<String> getFractalList(DIDL svdi). Returns a list of stringindicating the
fractals that the $DI belongs t.

» List<String> getKeywordConditionList (). Returns a list with the keywol
conditions forthe subscriptiol

» List<String> getTagConditionList (). Returns a list with the tag conwons for the
subscription.

» List<FieldValueCondition> getFieldValueConditionList (). Returns a list with th
field value conditionsfor the subscription. The FieldValueConditon objecttaors
the field, the value and the comparator oper

» List<TriplePatt ernCondition> getTripleConditionList (). Returns a list with th
triple conditions forthe subscription. The TriplePatternConditon objmtains the
subject, relationship, object and the comparateratpr

» List<ERR> getERRLIist(DIDL svdi). Returns a list of strings with the event rep:
defined by the user when publishing S-VDI.

The API also providemethods foigetidentifier, getStartDate, getExpiryDate, gethselist
and getSignatureLisThese methods are defined in the same w in the Resource Tor

2.8 Browse Event Report
This API allows &CONVERGENCE user to browse a previously creagant repor

* Browse ERR

0 List<ER> getERRLIst(ERR err). Rturns a list of event reports correspondin
the ERR given as a parame
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2.9 Event Report Creation

These APIs allowa user to create and parsn ER (Event Report) and/can ERR (Event
Report Request). The uskegins by creatir the ERR andhen associat the ERR with a
Resoure, Subscription or Publication VI

2.9.1 Related APIs

e Create ERR

* ERR createERR(EventTriggerType verk). The user provides the verb as the e
trigger type. The usebegins by creating the ERR and thessociats the ERR with
the ResourceSubscription or Publication VI. The ERR contains the peer’'s sen
access point name.

+ Parse ERR

» String getERRIdentifier(ERR eventReportReques). Parsesan ERR and retus the
ERR identifier.

» String getVerb(ERR eventReportReques). Parsesan ER and retus the verb
(match, notify etc.).

« Parse ER
» String getERRIdentifier(ER eventReport). Parsesan ER and retus the ERR
identifier.

e String getPublicationVDIId(ER eventReport). Parsesan ER and retus the
publication VDI identifie.

2.10 License Creation

These APIs allowsers to create and palicenses associated with thesources of specif
VDIs. Licenses are expressed in the Rights Exprassanguage (REL) and are seriali:
with the help of the REL TI Additional methods suppothe verification of a license
validity and checking athe rights of a principal on asource.

2.10.1 Related APIs

* Create License

» KeyHolder createKeyHolder(KeylnfoType keyinfoType). Creates a new ke
holder every time a user wishes to define a pradcfpr a resource. A KeyHold:
principal is identified by a KeyInfoType, which macludecertificate dat:

» PropertyPossessor createPropertyPossessor (Stringoperty). Creates a principal
of type PropertyPossessiUnlike KeyHolder principalsPropertyPossessor princig
do not have a certificabut are identified by a particular propertyhis may be either
a URI or an attribute.
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» Condition createCondition(int conditionType, Map paameters). Creates
conditions including territory and temporal conditions. Tp&ameters for each ty,
of condition are passed in the form of a parametkre mip.

» setlssuer(KeyHolder keyHolde). Sets the issuer of a license.

» addGrant(KeyHolder keyHolder, PropertyPossessor prpertyPossessor, Righ
right, Map<Integer,String> resourceType2URI, Condition condition). Adds a new
Grant in the license. Each Grant refto a Principal, a property possessor c
keyholder, granting hi/her a Right on the specified resource uncspecified
conditions. The list of Rights that a user may #yen the license arspecified in the
definition of theREL and include rights tcdapt, copy or play a resour

» setSignature(SignatureType signatureTyp). Sets a signature for the licer
* License generateLicense). Generates a new license that contains all subnitéa

+ Parse License

* Issuer getlssuer() Returns the issuer of a licer

» List<Grant> getGrantList (). Returns a list with containing dhe grantsspecified in
the license.

» SignatureType getSignature). Returns the signature of a licenUsers can check
the signature by calling the SecuriE.

* Check License

» Boolean verifyLicense ). Verifies the validity of the license. The tcusers the REL
TE to process the license, check its integrityand to check the validity cREL
statements contained in the lice.

» AuthorizationRepsonse checkLicese (Principal principal, Right right, String
resourceRef). Processes the license and checks the privileges miingipal on &
certain resource. Thaser provides a principal, a right and a resourteR&n the
tool useshe AuthorizsionManager in the REL TE to chedie rights granted to tt
principal, including geographici and temporal conditionsFinally, it returns an
AuthorizationResponse to the u:

2.11 Metadata

These APIs allow userto create and parse compldescriptions of XML metadata.
Descriptions may be basedher onXML schemata, like MPEG-7, ayn ontologies and tr
Resource DescriptioRrameworl. In this case the output consistsRIDF/XML. Ontology
entities are provided by thCDS TE making it easier for users to bt rich semantic
descriptions.

2.11.1 Related APIs

* Request Metadata
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List<StructuredMetadata> requestMetadata(String request, String type, String
modelURI). Returns a list of metadata entities that satisé ghrameters passed
the user. The modelU parameter specifies the model where the entity b
searched(e.g “http://purl.org/dc/terms/” for Dub@imre terms). The request param
specifies the prefix of the entity label. The typmameter is used to support case
which the model is an tology, and it is necessary to specify the typa @hrticulai
entity.

+ Create Metadata

addRDFTriple (String subject, String property, Object object). Adds a RDF triple
to the description. The user passes a subjectatoreship and an object and theol
transforms it to a RDF statemelf the subject is null, the result &sblank node. Note
that the object is of anyType, allowing Ls to submit also nc-String values to
datatype properties.

addXMLStatement (String field, Object value). Adds a fieldvalue statement to tt
description. User passes a field URI (¢nttp://purl.org/dc/terms/creal) and a value
object of anyType.

StructuredData  generateStructuredData ). The method returns
structuredMetaata object containing the full description subnaitts/ the use

+ Parse Metadata

List<RDFTriple> getRDFTriples(). Returns the RDF triplescontained in the
description.

Map<String, Object> getFieldvValueMap(). Returns a mapontainin¢ all the XML
statements ithe description. The keys of fields are qualifiesines of XML element
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3  Applications Security Framework

From the description dfinctional requirements fithe four use cases scenarios in D.7[1])
it is clear that operatiordescribed in the scenarios req enforcemenbf security. Example
includeuser registration and identificaticthe creation of secure sessions for data exge,
content encryptionas well asthe creation of group signatures and theation of‘trusted”
groups of userdn the following sections whbriefly describe the maisecurity functionalit
we intend to providerhis will include:

* Use of smart cards

» Creation of “trusted” groups throu@ PKI

« Content encryptioand key wrapping to secta VDI or other contel

» Content decryption arkey unwrapping to decrygncrypted VDI or other conte

» User registration witldentity and Service Provics

» Client andserver authenticatic with and without a smart card

» Signing with a Groujgignature

Related APIgin bold letters in this chapteare described in ANNEX B.

3.1 Use of smart cards in Convergence

Cryptographic software, or at leaits essential componentshould always run in a
trustworthy environment. Naturally, the easiesuasgstion is to regard the entire network
safe, and to assume that registered devices (lgpRPs, etc.), once checked, will rem
secure devices and can be trusted. Unforely, the opposite is true. A network isything

but secure, and devicesyen if initially securecan be tampered with by fraudulent user

manipulated by third partieMany of these problems can be solved, or at ledsgated, by
the use of smarards as secure hardware modules. Smart card seftsvalmost completel
safe against tampering. This means that an attaskiérfind it very hard to acces
confidential content stored or processed on a-designed system. In this way, the sn
cardserves as a reliable outpost for the service pesymthich continues to control it, ev
though it is permanently in the hands of an-user.

An additional advantage simart cardsds that they can storgecret information which is ni
available anywher else, not even on the manufacturer's or carderssisite. A typica
example is a signature key: such keys are genemt-card, are unknown to any outsi
entity, and always remain in the physical possessiathe card holder. The card holder «
therefore be certain that no o- not even the service provider or the card manufac- can

forge her signature without physily accessing her smart card.

In CONVERGENCE the user gets his personal smart card during ragmt (see sectio
3.5).

The smart card storegnsitive information such i

* User identifier

» Secret key

* An automatically generated P
* A signature key

* A group signature key
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Additionally, the ertificate given to the us after registration to IPUser registratio) is
stored on his smart caas well as b the IP who handles itsubsequendistribution to key
servers.

Each user’s smart card contains at least three typgconventional) asymmetric key pe

1. Key pair for user authenticati

2. Key pair for signing (VDIs, content, et

3. Key pair for decryption (hybrid encryption/decrygoiii.e. typically “ur-
encapsulating” symmetric keys with which conterg haen encrypte

Users may generate additional key pairs when gt at Service Providers for spec
applications. In each case:

« Encryption and decryption are basec asymmetriccryptography schememeeting
the most recergecurity requirements gscribed in official regulatior (e.g. RSA with
SHA-256 and bitength 204¢&.

» The user’s signature key is generated on the eauicertified during registration (tt
is achievedvithout revealing the corresponding secret

* The user’s private key never leaves the smart eardis notknown to any entit
outside the smart card (not even to the user hfiy

» The certificate containing the user’s public lis kept for subseque distribution, and
storedon the user’s smart ca

User authentication in short (more details areeiction3.6)
User provides:
* Personal smart card
* PIN
User need a smart card reader usable on any OS (Windows)
User authenticates himself/herself to the net
If the authentication is succes, the application creates a session which
* is encrypted with session keys that are deriveah fkey material from th
authentication procedt
» stays alive during processing of the VDI untis signed

3.2 “Trusted groups " through PKI

Certificates are a standard means to inherit tmsa public key infrastructu (PKI).
Certificateshave two basic functior:
1. To bind a pubc key to an entity (human user, device, netwookle, institution, etc.
in a trusted way.
2. To allow a trustworthy authority to assoc attributes and entities.
Certificates are issued Iyertificate Authorities (CAs)whose defining property is that us:
trust them.Usually an entity acts as a CA towards a specifaug of users specified in
well-defined policy. In this way, a government organaatan act as a CA for the citizens
a particular country, or a mafacturer can take on this role for a particulaug of retailer:
and customers.
The architecture of the ONVERGENCEprovides forthree levels of certificate
1. (Selfcertified) Root certificates for each CONVERGENGCIentity Providel
2. CONVERGENCE Serce Provider and Application certificates issuedabyldentity
Provider.
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3. EndUser certificates issued by Identity ProvidersService Provider

When a manager wishes to create a “trusted groefshie can become the CA for the grc
Certificates are mued and managed us functionalitiesprovided in the CoSE-API (see
ANNEX B Brief description othe CoSEC API).

3.3 Content Encryption and Key wrapping

This and the followingsectiondescribethe workflow for “hybrid” content encryptic and
decryption.In the case of encryption (potentially large) content files encrypted with
randomly generated “ont@ne” symmetric encryption key. [Note: Each new et file is
enciypted with a new encryption key.] The key itselthen encrypted with the publicy of
the recipient (“wrapped”) anembedded in a licens&he length of the key depends on
chosen RSA configuratiomhe minimum— guaranteed even with RSK24- is 496-bit.

Server Recipient

symmKey generateRandomKe' (algorithm, keyLength

encrypt (contenf symmKeyalgorithm)

Upload encrypted conte —

Obtain recipient’s certifica «—

wrappedsymmKey wrap (symmKeyalgorithm, keyAlias certificate),
encryptsymmKeywvith the public key associated keyAliasextracted from th
certificate

EmbedwrappedsymmKeipn license

Send license to recipie —

Table 3-1: Content encryption work flow

3.4 Key unwrapping and content decryption

A (potentially large) conterfile has been encrypted withrandomly generated “o-time”
symmetric encryption keyembedded in a licen as dscribed in the previous sect. Note
that the wrapped key is actually an “encrypted mdkand will expand to “full RS-length”
(e.g. 1024 or 2048 bit) even if the actuey is only 16 bytes longrhe wrapped key i
extracted from the license and subsequently tratesinito the client's smart card f
“unwrapping” (i.e. decryptiowusing therecipient’s private key stored on the smart cafte
private key itself never leagghe smart cardUnwrapping is authorized by the user's P
Using the smart card for unwrappinmakes it possible to implemefirther constraints
before unwrapping. For instance, unwrapping migguire or-card certificate validatio
before the unwrapped kag deliveredto the client PC. For simplicity of descriptiothe
workflow below does not include this opti
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SEVENTH FRANEWGRE
PROGRAMME

Client Smart Card

—| Obtain license, extract  wrapped |
wrappedsymmKey
Ask user for PIN
unwrap (wrappedsymmkK;, algorithm, keyAlias » decryptwrappedsymmKe
PIN) | returnsymmkKe

—» Download encrypted conteencryptedContent

decrypt (encryptedConte, symmKeyalgorithm)

3.5

Table 3-2: Content decryption work flow

User Registration

The first step in every scenario isregister the user and his/heedential with an Identity
Provider.Once registered, the user receihis/her certificate and personal smart carThe
smart card storeh¢ key pair for the users athe certificate whichthe user will use whe
he/she needs to authenticate hin/herself.. He/she will also receivaiaiqueUserID.

Steps

Client

Identity Provider

1.

The useraccesses the trusted Ider
Provider (IP) and registe
himself/herself(usually in person). Fc
this he has to show I/her correct/ true

credentials (e.gdentity card).

1Y

The IdentityProvider (IP)gives the user
smart cardwhich stores a key pafor the
user and theassociate certificate. In
addition the certificate itself includes t
public key of the user, personal data (i
name) and anique identifiewhich the IP
has assigned to the u. (Length: 16
Byte). The Certificate is given to the us
stored on his/hesmart card, and stored
the Identity Providewho will manage it:

subsequent distribution to key serv

Table 3-3: RegisterUser to IdentityProvider

After registering withthe identity provide, the usercan use his/her smart c to register
himself/herself witha service provids, using the protocol described bel

Steps

Client

ServiceProvider

1.

The user wants to register to n
Application managed by a particu
Service Provider (SP). H/she sends

j*
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Steps Client ServiceProvider

command to the SP specifyirhis/her
username (e.g. a pseudonym),

certificate, and the name of t
application he/sheishes to register fc

2. The SP startsa client authenticatio
process, verifyingthe user’'s Certificate
and perforrmg a challeng-response
protocol to verify the iderty of the user.

2b | (Optional: server authenticatic

3. The SP checks if thiavourecusername is
free or assigned to somebody else. If |
assigned to somebody else, the server
for a new favouredisername. If it is free
the service provider requests the pu
key of the client.

4. | The client generates private/public
key pair and sendke public key to the
service provider

5. The SP generatesrandom challenge ar
sends it to the client.

6.| The client receives the challen
(receiveChallenge), signs it witithe
private key, and returns the sigr
challenge as a challengeResp«

7. The SP verifies the challengeResp«
(verifyChallenge). If itfails, the protoco
is aborted.

If it passes (i.e. the Sis convinced that
the client hold the private ke
corresponding to the public key s
previously, the SP generates a certific
for the favouredusernam (pseudonym)
and signs it. Thecertificate includes th
pseudonym, the ignt's public key, the
application and the name of the sen
provider.

The certificate is sent back to the clie
and stored at the SP.

Table 3-4: Register User to Service Provider for specific agapions
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3.6 Authentication

After the registration to thdP and SP the user is able to authenticate /herself. The
CONVERGENCE demo architecture includes two optifmmsauthentication, described in t
sections below.

3.6.1 User Name and Password

The user specifies his /hdesired username and password duregistration witl the service
provider. Later he/shean usehe same username and passworaguthenticatior

1 The client wants to take an action or
login.
2 | The server generates
AuthenticateUsdRequest and sends
to the user
3 The user respond€ClientResponse) wit

his/herlogin and passwo

4 | The serverreturns a messa stating
whether the authentication was
success or a failure

5 The user receives success or failul
message

Table 3-5: User Name and Password Authentication

3.6.2 Authentication via smart card

The client PCs operated by a user trying to access a servie serverseeks to authentica
the user before authorizing acs. Authentication is basecdhahe user’s digital signatu The
user's smart cardgonnected to the client Pactsas a “crypto box”providing a secure
repository forthe user’s private signature k See below.
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Server Client Smart Card
SendAuthenticateUser Reque | __
. o Retrieve User
—>
getCertificate(keyldentifiey - Certificate
verifyCertificate (certificate), Send User Certificate
extract client’s public key |<«—
getChalleng€), .
. hall
sendserverChallengé¢o clien | — receiveserverChallenge
ask user for PIN
compute
clientAuth (serverChallenge , | authentication
keyldentifier PIN) «— token
cardAuthToken
clientTokenVerify (cardAuthT¢ | — sendcardAuthTokerio server
ken keyAliag
Send AuthenticateUser |_
Response

Table 3-6: User Name and Password Authentication

3.6.3 Server Authentication

(without Smart Card)

This section describes the protocol for a servénemticating itselto a clientusing a digital
signature. The client PC is operated by a who wishes taise an authentication proced
to ensure that the server/$ies is addressing is genuine.
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Server Client

Send AuthenticateSen
Request

Send server certificate

(containing server’s public ke' -
verifyCertificate (certificate)
extract server’s public ki
generate random challer
receive challenge «— Send challenge to sen

serverAuth(Challenge
keyAlias passworql,

obtain authentication toke |—»

serverAuthToken,

send token to client

serverTokenVerify(serverAuthToke,
keyAliag
verify serverAuthToke

Send AuthenticateSen
— Respons

Table 3-7: Server Authentication (without Smart Card)

3.6.4 Server Authentication (with Smart Card Role Authentication)

This section describes a variantthe protocoldescribed in the previous section but this t

with “Role Authenticatn” towards the user's smart card. This protocolused fol

applications where an external entity (here: threesg requests data/services from the st

card. (e.g. whethe server wants to reaonfidential personal data from 1 smart card). The
server is thus asciated with a specific “role”. sually this means grantirthe smart card
specific access rightencodedin the server's CV-certificateln addition, for such rol

authenticationthe server needs to authenticate itself towarc smart card itse and not just
the client PCThis means that it ithe smart cardnd not the client PC that generates

random challenge. It also means that the smart ltasdo verif the certificate tccheck the
access rights granted to the reqing server.
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Server Client Smart Card
<« Send AuthenticateServer Request
Send CV-certificate
containing server’s public N
key
verify the CV-

certificate,

verifyCVCertificate (CVcertificatg extract server’s
public key into

card RAM
generate random

getCardChallengd) challenge

receive card challenge [+~ Send card challenge to serve
serverAuth(cardChallenge
keyAlias password,
obtain authentication token
serverAuthToken,
send token to client
. verify
serverTookkeennde glfx(”saesrverAuthT  serverAuthToker
y on-card
—»  Send AuthenticateServer
Response

Table 3-8: Server Authentication (With Smart Card)
3.7 Signing

3.7.1 Signature

Digital signatures are supported by interface providing éroad range of functionalit
including generationand verification of has-values issuing of digital certificatesand
verification of certificatesThe table belo illustrates the protocol for the creation of a tig
signature.

Client Smart Card

The Client wants tdigitally
sign a message

The Smart Card receives a (partial) hash of thesaggsan
generates a digital signature wgnerateCardSignature.

The Client receives the sign
messaged, which he sends i
certain person (or server)

Table 3-9: Signature workflow
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The receiver of the message verifies the messaiteverifySignature (seeANNEX B Brief
description of th&€€oSEC AP).

3.7.2 Group Signhature (GS) Schemes in a nutshell

A group signature is an anonymous digital signaissaed on behalf of a group. Each gr
member is endowed with el own private key. However, thereasly one jublic key for
the entire groupA group maser (operating in the spirit of a CA) sets up theugr and hold:
a master keywhich he/she kee absolutely secret. Group signatuaes in some way doul-
faced, providing two apparently contradictory featl

« Anonymity. A verifier can verify whether group signaturéhas been issued by
legitimate group member. However the actual idgmitthe individual group memb
responsible for a given signature is hidden batmfthe verifier and from other groi
membersDifferent group signatures cannot linked, i.e. it is impossible to deci
whether two group signaturhave beemenerated by the same individ

» Traceability Under wel-specified conditions, the Group Master can usentlastet
key to unveil thendividual responsible for a givesignature.

Individual group members may be revoked withoutakieg up the remaining groult is
also possible to add new memt to a group. The group signature scheme choser
CONVERGENCE allowsevocation of group members withcupdatingthe private keys of
the remaining memberdn cases where smart cards are used, this atleedsumbersom
process of updatingrany cards in the fie. The disadvantage of the scheme is that it mal
necessary to maintam“black list” of (anonymous) revocation tokens.

The API for group signatures considers three categof “users”

1. The group masterwho administers the group and holds the maste

2. Group members members of the group who s anonymously on behalf of tt
entire group

3. Outsiders — who mayerify group signature

3.7.2.1 Signing a message anonymously using a smart card

This section describes the workflow for a group raemanonymously signing a message

behalf of an existing groupn this workflow we assume that the group merrhas a smart
card containing the public parameters for tgroup and the card hold’'s private group
signature keyln this exampl, the signer will not notice any differenwith respect to the
normal procedure fadigital signaturs (excepthe process may take a litmore time). Given
that signature operations are performed on caapgsignatures are secure, even wher

user attaches the card towartrustworthy terrinal.

Signer (group member Smart Card

Prepare message to be sic

A
v

Ask member for PIN,

authenticate to smart c: —

sign_message_GS_¢ identify groupparameters byGSAlias access

(messageGSAlias PIN) SKmembergomputesignature, returnsignature
<+— | issue signature PR

Table 3-10: Workflow for anonymous signing
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3.7.2.2 Group Signature Verification

This section describes the workflow for group stgna verification.The scheme consists of
two steps:

1. Signature check (cryptographic valid
2. Revocation check
The revocation check comastwo flavours:

* Local revocationcheck If a revocation list is available to the verifidre or she ca
use it directly

« Remote revocationheck If no revocation list is available, the verifireeds to sen
the signaturéo a trusted servdo be checked.

The table below describesverification workflow with local revocatiecnheck. The verifier
has obtained a tuple consisting of a grsignatureand amessagé¢he signature claims to |
valid on.

Signature

(Outside) verifier I
ssuer

obtain_parameters_GS(GSAlia$) store GSpublicparameterfocally addresse
by GSAlias «

perform_signaturecheck G¢ (message, signatur&SAliag reject if “false” is
returned

obtain the current revocation list for the grcGSAlias <«

perform_revocationcheck _G¢ (signature, RevocationListGSAliag
reject if “false” is returned

Accept the signature only if both checks have ljEssse

Table 3-11: Verification workflow with local revocation-check

! In some cases, there may be good re: not to maintain a publicly availablist of revocation toker. One of
these is that such a list would make it possiblentoall the signatures of the revoked group measucluding
signatures issued prior to the revocation. In sapmications, this would not be desira
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4  Specifications and Technical Implementation of
“Photos in the Cloud and Analyses on the Earth " (real
world trial 1)

4.1 Brief description of use case

The goal of this use casetotest whether CONVERGENCEan provide usef support for

new business models in the photography bus. The goal is to make ieasier for

photographers to contribute and describe photoprawe access for users and genet

facilitate the management of relevant servicesphAthtographs are represented by VDIs, ¢

containing:

1. The photo itself (or a link to the photo) possiblycompanid by a lov-resolution version
of the photo

2. Metadata describing the phoiincluding the date, time and place where the pheds
taken, legal data on the author and owner of th@gphtechnical data about the ph
(camera, lens, shutter time, apertdSO etc.), historical data about the site represeit
the photo, and other metadata contributed by Allistaff and third partie

3. Licensing information representing the conditiomsvaich photos can be licensed b
photographer to Alinari and by /nari to an end user. Licensing information
represented using tliEONVERGENCE REL.

Alinari manages the server used in the trial aedaoto archive using a dedicated server
runs custom applications on top of thCONVERGENCE framework and th
CONVERGENCEnetwork. The dedicated applications provide Alingtaff with a use
interface which makeis easy for them to create, publish-publish, describe and update
photos and VDIs. Frelance photographers can access the Alinari setuiceeate lesource
VDIs and Publication VDIs. Er-users can subscribe to and possibly buy photog @siacal
application connected to the Alinari server. ICONVERGENCEframework automaticall
prevents access to photos that have expired amormsrgarbage colltion to purge expire
copies from network storage.

4.2 Bird’'s eye view of the deployment framework

The “Alinari scenario” involve:

1. Three types of users:
1. Photographer
I. Freelance, independent of Alin
ii. With a business relationship (e.g. registered) Withari
2. Alinari photo archive manag
3. Customer of Alinari photo licensing serv
2. The following devices:
1. Alinari server containing copies of current Alinphotos and metadata
CONVERGENCEormat (in this deliverable called Alinari* serv
2. Cloud of CONVERGENCE peers in the overlay
3. Various clients (peers) used by patrticip.
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The following data:

1. Photos from the Alinari server and Photo VDIs ceddtom the Alinari phot:

metadata
2. Photos and Photo VDIs created by photogray

3. The following applicatior

4.3

User registration

Photographer publishes Photo \

Rights holder urpublishes Photo VI

Alinari subscribes and downloads pt
Photographer uploads Photo VDI to Alinari se
Alinari publishes new Photo VI

Customer purchases interesting ph

Customer isits Alinari Museur

NG ARWNE

Application Requirements

4.3.1 User registration and rights

43.1.1 User registration

There are two waylr a user to regter to the Alinari application.

Via smart cardprovidingthe following information:
o First name and last nal
o Valid emailaccoun
0 User Information:
v" Tel number (optiona
v" Agency name (option
= Passport numb
= Signature
Via web interfaceprovidingthe following information:
o First name and last nal
o Valid email accour
o Password
0 User Information:
v" Tel number (optiona
v' Agencyname (optiona
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4.3.1.2 User rights
The table belowextracted from D.4.[3] describes the rightgssigned tdifferent classes of
user.
# Issuer Principal Type of VDI REL verbs  [Comments
1 | Freelancer R-VDI of GovernedCopy,[The photographer giv
photographef Photo GovernedAdaptjAlinari  personnel the
Alinari Post, License [ight to store the pho
n their wel-site anc
make adaptatior
2 Alinari R-VDI of Play, Print |A photo is available 1
Anybody . .
personnel Photo the public for reprin
3 Freelancer Fractal P-VDI of Match, Notify [The photo is advertis
photographer Photo n CoMid
4 Alinari P-VDI of Match, Notify [The photo is advertis
Fractal )
personnel Photo n CoMid
Table 4-1: User registration and rights for the Alinari scerario
4.3.2 Security Requirements

The first phase of the triaisill test authentication with usernamegswor. The later phases
will also support theise smart car. The following security requirements will ap.

1. Only registered users to the Alinari may uploadtphdo the Alinari serve

2. Alinari personnel must belong to a grccertifiedby the Alinari Manage

3. Freelancer photographers with a buss relationship with Alinari must belong tc
group certifiedby the Alinari Manage

4. Users should be abte authenticate the Alinari server prior to a test®n, in orde
to be sure that they upload their photo to theemrserve

5. The Alinari serveshould be in position to authenticate a remotentbelonging to an
Alinari certified useryeducing the risk that users will upload impropeatenial to the
server.

6. Freelancer photographers with a business relatiprsith Alinari have to be able 1
sell anencrypted version of the photo; on dem the Alinari Server has to be able
provide a license to decipher the pt.

4.3.3 Photo encryption/decryption

The Alinari server encrypts photos using hybrid rgption. A photo resource is fir
encrypted by gfast) symmetric cipher using a fresh random symimé&ey. The key is the
“wrapped” (encapsulated) by encrypting it with tieeipients’ public key and embedded i
license, as described @ontent Encryption and Key wrapp. The decryption key used f
“unwrapping” is embedded in the smart cards andardp be released by authorized us

(who

are in physical possession of the smart cadl authorize themsels with a PIN or
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biometric feature). Photo encryption is performedhe Alinari Server whenever a photc
sold while photo decryption is performed on a labavice.

The table below matches the security requiremergscribed in paragraplSecurity
Requirementgo the security functionalities defined Applications Security Framewc
(abbreviations explained @lossar section).

Scenario o ml
[ t| & £ o E I
requirement | © s o o | 8 - |8 o
= S I | | @ LS| S 7
I 2 D | o |D c I | T ¢ T P
g |= |& |[& | |35 |8 3|6 |2 |¥ |L
x| g u)l wl 5 <E| GE.) OI< o o o
0 8l S5 | D <_’:| G » | g O
LL A S UE)
1 X X X X X X
2 X X X X
3 X X X X
4 X X X X
5 X X
6 X X X

Table 4-2: Security requirements for the Alinari scenario

4.4 Creation of a pplication VDIs

This section describdbe creation othe VDIsrequired by the applicatiowith the help of
the CONVERGENCE Tools described Chapter 2.The discussion is limited to tl
applications to be deployed in first phase of theCONVERGENCE trial¢ The
corresponding implementation code can be fourANNEX A.

4.4.1 Photographer uploads Photo VDI to Alinari server

In this first application, &eelanc: photographer wants to create a new photo \Each such
VDI will contain metadata related either to the phatoch as tags, date of capture, i

related to the analysis of the imagetc) or to the photographt Additionally, the

photographer will have to set rights over this @dilgresource (according Table 4-1 User

registration and rights for the Alinari sceni) with the help of the License TocAfter successful
registration, he launches the Create Photo VDliegipbn. Theprocedur for creating a new
R-VDI, is described in the following stej

1. Initialize a new Resource VDI instal
2. Use the environment to fill the appropriate metadata (tags)
3. Add an image reference to the resource '
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4. Set an expiry date fahe VDI
5. Store the VDI
6. Advertise the VDI

4.4.2 Photographer publishes Photo VDI

In this secondpplication, a photographer publes a VDI. This involveghe following step:
1. Initialize a new istance of the Publication VDI Tool, based on t-VDI identifier
2. Set an expirylate for the VD
3. Add the VDI to a specified frac
4. Publish the VDI in the clot

4.4.3 Alinari Photo Archive Manager subscribes to and downloads photos

In the third application, thgoal is to allow users to search for specific cont®y injecting
VDIs into the cloudThe steps are the followir

1. Initialize a new instance of ttSubscription VDI Tool
Set a fractal for the $DI

Set an expiry date to theVDI

Add the keywords anearch tags specified by the user
Add an event report (an event is triggered on eveaych
Publish the S-VDI

ook wn

4.4.4 Rights holder un-publishes Photo VDI

In the fourthapplication, a rights holder wishes to-publish a VDI from CoMic He,
therefore, sends an yublish VDI message to thappropriate peers in the cloud. T
removesthe data associated with the specific VDI and sancbnfirmation to the right
holder.

4.5 Integration with the middleware

4.5.1 Engines per application

The table below (Table 4-Engines per applicati() summarizes the list of TEs required |
each applicatiomn the first phases of the tricTable 4-4:Supported functionalities per tr
shows the functionalitiethat will be supported in the different pha

Technology Photographer Alinari Rights holder | Photographer
Engine creates and subscribes and| un-publishes | uploads photo
publishes photo downloads photo VDI VDI
VDI photo
Metadata X X
REL X X X
ER X X X
Security X X X X
Overlay X X
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CoNet X X

CDS X X X

Table 4-3: Engines per application

Functionality Phase 1 Phase 2 Phase 3
Username/ Password User X X
Authentication
Smart card supported User X
Authentication
Single User Identification X X X
Group identity creation by X X
Alinari Manager
Manually generated X X X
metadata for the creatian
of Photo VDIs
CDS-support  generated X X
metadata for the creatian
of Photo VDIs

Table 4-4: Supported functionalities per trial
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5

Specifications and Technical Implementation of

“Videos in the Cloud and Analyses on the Earth ” (real
world trial 2)

5.1 Brief description of use case

The “Videos on the Cloud and Analyses on the Easti®hario has been designed to impi
the management of audiovisual archives and to é@xjple potential of semantic techniqu
when the same video seurces are exploited several times in differenttexts of ust
(analyses using different domain ontologies, pgstin different video channels

This scenario involves the following ust

1.

Video Material Owners (VMC provide videos to the archive. Tt encrypt videos,
upload them on CoNet and advertise the existentheo¥ideos to specific analysts ¢
video distributors. They want to be notified whaaeit videos are manipulat:

Video Distributors(VD) are notified of new videos, download and det them, then
make the videos available for strean.

Analystsdescribe and interpret the content of a video nesgu.e. through the analysis
audiovisual topics (or subjects), the analysis @fual and/or acoustic frames, i
linguistic and cultural adaptation of source vidéosa chosen (French speaking)get
public, etc. They subscribe to videos, downloadrtliem CoNet and decrypt them. Th
upload their analyses on CoNet and notify certaO¢ of the existence of their analys
They want to be notified when their analyses araimdated

Video ChanneOwners (VC(Q) are responsible for video channels, and manageeiot
posted on their channel. They subscribe to analgsdgost them on their channel. Tl
want to notify certain VCUs and CHs of these p

Channel Holder¢CH) are notified of new chinels and new posts on channels, updat:
channels and make them available on the Int¢

Video Channel Users (VC) explore the content of Channels, subscribe to pesis or
channels and browse chann

5.2 Bird's eye view of the deployment framework

This paragraph describédse applications assated with each category of u are

a. VMO

Gets Convergence identif

Subscribes to analyses related to his vi
Receives notifications of analyses and
Encrypts videos

Identifies Videos

Creates and sentlscenses for Videos
Creates Video VD!

Identifies Video VDI

. Stores Video VDIs in CoNe
10.Publishes Videos as Publication V!
11.Revokes P/S VDIs

12.Revokes Video VDI

©CoNoOoO~wNE
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D
Gets Convergence identif
Subscribes to videc
Receives notifications of vide
Makesvideos available for streami

PonpE S

c. Analyst

Gets Convergence identif
Subscribes to vide

Receives notifications of vide
Gets video VDIs from CoN
Decrypts and stores vide
Makes Analyses

Creates Analysis VD
Identifies Analysis VDI
Stores Analysi¥/Dls in CoNe
10 Publishes Analyses as Publication V
11.Revokes P/S VDIs
12.Revokes Analysis VD

©CoNoOoO~wWNE

d. VCO

1. Gets Convergence identif
2. Subscribes to analys
3. Receives notifications of analys
4. Creates Channel VC
5. Identifies Channel VD
6. Stores Channel VDIs iCoNet

7. Makes Posts of Analyses by updating Channels agatiog new Channel VC
8. Publishes Posts as Publication V

9. Revokes Posts of Analyses by updating Channels@@aling new Channel VC
10.Revokes P/S VDIs

H

Gets Convergence identif

Subscribesa Channels and Posts of Analy

Receives notifications of Channels and Posts ofyses
Creates and Identifies Chanr

Makes Channels available on the Inte

agbrwndE O

CuU

Gets Convergence identif

Subscribes to Posts of Analys

Receives notifications (Posts of Analyses
Creates and Identifies Chanr

Makes Channels available on the Inte

agrwdE I
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The scenario involves the following types of ¥

Video VDI : represents a video resot

Analysis VDI: contains analytical appreciationsaofidec
Channel VDiaggregates a set of Video Analysis V
Publication VDI

Subscription VDI

agkrowpdpRE

5.3 Application Requirements
5.3.1 User registration and rights

5.3.1.1 User registration

User should provide an empty smart card with a Bode (given to the user when/she
received the card), as well e followin¢ personal information:

* First name

e Last name

e  Email

 Company name

5.3.1.2 User rights

The table belowextracted from D.4.[3], summarizes the user rightsthis scenaric

# | Issuer Principal Type of VDI REL verbs  |[Comments
1 [Analyst S-VDI of Match, Notify [Subscription to vides
Fractal Video about a subject
interes
2| FMSH Fractal S-VDI of Match, Notify [Subscription to vide«
Video from certain VMO
3| VMO R-VDI of GovernedCopy, |JAnalysts  browse
Analysts . :
Video Play download the vide
41 VMO P-VDI of Match, Notify |Publication of Video VL
Fractal .
Video
5| VMO | FMSH (Video R-VDI of GovernedCopy, |Video Distributor store
Distributor) Video Post (video) & stream the vide
6| VMO R-VDI of Play, Post (icon)VCOs browse video
VCO Video post icon of video ¢
their web chann
7| VMO Fractal S-VDI of Match, Notify [Subscription of VMO -
Analysis analyses of his videc
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8| VCO S-VDI of Match, Notify [Subscription to analys
Fractal Analysis about a subject
interes
9 | Analyst VCO R-VDI of GovernedCopy, VCOs browse .
Analysis Post download the analys
10| Analyst P-VDI of Match, Notify [Publication of Analys
Fractal .
Analysis VDI
11| vCO FMSH R-VDI of GovernedCopy, [Channel VDI Holde
(Channel VDI Channel Post (Channel [stores and post chann
Holder) VDI)
12 VMO R-VDI of Play Endusers watclvideo
VCU :
Video
13| Analyst VCU R-VDI of Play Endusers read analys
Analysis
14 vCO R-VDI of Play Endusers brows
VCU
Channel channe
15| vCU S-VDI of Post Match, Notify [End-users subscribe
Fractal posts of analysis abou
subject of intere:
16| VCO “P-VDI of Match, Notify |VCOs advertise the pt
Fractal Post of of an analysis in the
Analysis” channe

Table 5-1: User rights (REL verbs and conditions)

5.3.2 Security requirements

Security requirements for tlseenario may be summzed as follows:

1. Users should be able to register to the systengwssmart cal

2. Users involved in the scenario should be abdigitally sign VDIs

3. A VMO should be able to encrypt /hervideo and grant licenses with cryptograp
key to users

4. Video encryptiorshould support ABE (see secti5.3.2.1 below)

5. A licensed user should be able to receivéher licensancluding the cryptographic
needed decryphe relevanvideo resource

6. A remote client should be in position to authengchimself /herself with his/her
personal smart card.

7. The FMSH server should be in position to authetgidseli

8. FMSH should be able to create trusted groups ofsuaed assign rights to usi
belonging to garticula group

9. An authorized user should bele to set a group of users as fhrecipal of alicense
or as theecipient of an ER

10. A user should be able to see the signature of ¢
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5.3.2.1 ABE (Attribute Based Encryption)

In addition tocontent encryptic, as described in chapter e FMSH scenario w also
support Attribute Based EncryptioABE, see Section 5.3 in D4.2 [8r a brief primer or
ABE). ABE allows the publishi of a video to encryptihe video so it can only be decrypf
by recipients with certaispecific attribute or logcal combinations of attribut. In this way,
a publishercan enforce access conditions phrased in termtridfudes without having to rel
on a license-scheme (whickcipientsmay or may not honour).

Examples of ABE exgessions for downloading vide:

User Conditions on user characteristic
FMSH Analyst (belonging to group of FMS-Analysts) AND (university leve
>= M1)

FMSH Video Distributor | (belonging togroup of FMSHYDs) AND (localized at FMS}H
premises in Paris, Fran

INC Member (belonging to group of IN-Members) AND (localized in Pet
Peruvian government(belonging to group of Peruvian Governn-VCOs) AND
VCOS (localized in Pert
SUMMARY
((belonging to group of FMSHAnalysts) AND (university leve
>= M1)
OR

(belonging to group of FMS-VDs) AND (localized at FMS}H
premises in Paris, Fran

OR
(belonging to group of IN-Members) AND (localized in Pel
OR

(belonging to group of PeruviaGovernmer-VCOs) AND
(localized in Peru

Table 5-2: ABE Summary
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The table below matchewe security requirements described in parac¢ 5.3.2 with the
security functionalities defined chapter 3 (abbreviations explainedhe Glossary section).

Scenario o <
functionality | & s &£ .
— (- |
_ @) j=
§| >, = |0 3 |a < 8 o |3
) i o o = = 3 | U)| o
x |¥ |2 |2 |3 |3 Y =g o
0! o | I < < bt c 5 3 —
c D » » | | ] Ex|.2 = L
L ) -] =) $) O 0 NERY) O x
1 X X
2 X
X X
4 X
5 X X
6 X
7 X
8 X X X
9 X
10 X X

Table 5-3: Security requirements for the FMSH scenario

5.4 Application VDIs

In the first phase of the FMSH trie CONVERGENCE will support the following
functionality.

a. VMO

Creates and stores a Video \
Creates and injects a Publication
Revokes a Video VDI

Revokes a Publication VI

N .

b. Analyst
1. Creates and injects a Subscription"
2. Downloads a Video
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The scenario involves ¢hfollowing types of VD
1. Video VDI : represents a video resot
2. Publication VDI
3. Subscription VDI

5.4.1 VMO creates a Video VDI

In the first application, a VMO wants to create ewvnVideo VDI. Each such VDI, wi
contain metadata related either to the video (sashtitle, tags, date of capture, s
description, authors, etc.) or to the producer.if\idklly, the VMO will use tle License Tool
to set rights ovethe resourc (according to Table 5-Becurity requirements for the FMS
scenari. After successful registration, /shelaunches the Create Video VDI applicati
The procedure for creating a ne\-VDI consists of the following steps:

Initialize a new Resource VDI instal

Using the environment, the user fills the approf@imetadata (tags enti
Add a video reference to the resource

Set an expiry data fahe VDI

Store the VDI

Advertise the VDI

o0 hkwNPE

5.4.2 VMO creates and injects a Publication VDI

In the second application MO creates anpublishes a VDI, irthe following step:s

Initialize a newinstance of the Publication VDI Tool, based onR-VDI identifier
Set an expiry date fahe VDI

Add the VDI to a specified frac

Publish the VDI in the clot

N =

5.4.3 Analyst creates and injects a Subscription VDI

In the third application, an Analyst wantscreate a S-VDI and injedt into the cloud. This
involves the following steps:

Initialize a new instance of the Subscription VIBbl

Set a fractal for the $DI

Set an expiry date fahe $VDI

Add the keywords and search tags specified bydai
Addan event report (an event is triggered on everycin
Publish the S-VDI

o0k wnNPE

5.4.4 VMO revokes or un-publishes VDI

In the fourth application, ¥MO wants to revoke a VideVDI from CoNet or to u-publish a
P-VDI from CoMid. The procedure ithe same in both cases (ssetionRevoke VDI). The
corresponding implementation code can be foundNINEX A.
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5.5 Integration with the middleware

5.5.1 Engines per application

The table below (Table 5-£ngines per applicati) summarizes the list of TEs requirby
each applicatiomluring the first phase of the tric Table 5-5:Supported functionalities p
trial shows thdunctionality to be supported in each phase otitiads.

Technology| VMO creates | VMO creates Analyst VMO VMO
Engine and uploads a| and injects a | creates and | revokes a revokes a
Video VDI Publication injects a Video VDI | Publication
VDI Subscription VDI
VDI
Metadata X X X
REL X X X
ER X
Security X X X X X
Overlay X X
CoNet X X X X X
CDS X X
VDI X X X
MPEG-21 X X
FF
Table 5-4: Engines per application
Functionality Phase 1 Phase . Phase 3
Username/ Password User Authentice X X
Smart card supported User Authentica X
Single User Identification X X X
Group identity creation by FMSH Mana X X
Content Encryption X X
Content Decryption X X
ABE X X
Manually generated metadata for the creatio X X X
Video and Analysis VDIs
CDS-support generated metadata for the cree X X

of Video and Analysis VDIs

Table 5-5: Supported functionalities per trial
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6  Specifications and Technical Implementation of
“Augmented Lecture Podcast (ALP)” (real world trial 3)

6.1 Brief description of use case

This scenario is based on a \-based lecture podcast application that enablesstsido
revise lectures by watching video podcasts withcbyonized slides. CONVERGENC
provides a common basis for collaboration and mfiion exchange. Since dirent
instances of the same file are related to eachr théheir VDI representations, it is possi
to update one file and keep related files in syn@nsuring that students always have ac
to the latest materials.t®entswho have downloadediles onto their local devis are
notified of changes as soon as they connect t€(DNVERGENCE Network. The scena
involves the following users:
a) Lecturers:

a. Create, store and publish Lecture Podcast VDI sempse which are updat:
whenevewidecs or slides are modified.

b. Retrieve statistical information about the use loé Lecture Podcast VD
(statistical information is collected by the seevrovider)

b) Students:
a. Search, subscril to, downbad and watch Lecture Podcs
b. Receive notifications whener the service makes availab new podcast or a
new version of a podca
c. Create and publish annotations pecific portions of the podca
d. Receive notificationabout published Annotations.
e. Delete annotation

6.2 Bird’s eye view of the deployment framewo  rk

For the first phase of thteial the application space has been provisionadistitioned into ix
Tools and Applications.

User registration

Lecturers create and update video fragments amdspmnding slide
Lecturers create and publish sequencLecture Podcast VDIs

Students search for slide/video/lecture podcast

Students watch Lecture Podcasts, and write Anmotsiior a selected audiel
Students read Annotatio!

oA WNE
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6.3 Application Requirements
6.3.1 User Registration and rights

6.3.1.1 User Registration

Studentscan register for the AL-Application to watch and annotaecture podcasts. The
are two registratiomechanisn:

* Registration for smadards. The following information is requir

o Passport
o Signature

* Registration via web interface. The folling information is require

o First name and last nal

o Valid university account (ema

o Password

o User Information (Major / Minor / Semester/

Lecturers can register to provide lecture podcast and tegchmaterials. There are tv
registration mechanisms:

* Registration for smadards. The following information is requir

o Passport
o Signature
* Registration via web interface. The following infaation is requirec

o First name and last nai
o Valid university account (ema
o Password

6.3.1.2 User Rights

The table belowgextracted from D.4 [3], shows user rights for differercategories of
Principals and Rights

#| Issuer Principal Type of VDI REL verbs Comments
1| student Student R-VDI Qf Extend Rights, | Display and .usage(
Annotation Play annotation
2 |Lecturer$  Podcast R-VDI Post Provide learnin
Service materials to studen
3 [Lecturers R-VDI for GovernedCopy, [Download and Play/Vie
Students podcasts Play slidesand Vide:
(components)
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6.3.2

Table 6-1: User Rights for the ALP Application

Security requirements

. Only studentgegistered to the AL-Service shall be allowed to make annotation

the ALP-Application
The authoof the annotatic shall define it to be:

i.  Public: visible to all students registered for ieP-Service
ii.  Semiprivate: visible to a group of students (specitigthe author)
iii.  Private: only visible to the auth

To enforce these requirements, annotatare encrypted using key escrow encryp
(a “fair” cryptosysten 2.

Students shall be able to publish public annotatianonymouslywhile remaining
traceable under specific circumstan

It must be clear (not necessarily visible) whodléhor of an enotation is.

If a user violateghe terms of service, the group master shall be &blreveal th
identity of that usefespeciallyin the case oAnonymous annotatior.

6. Only lecturers shall be able to use the -Creator application.

7. Only the creator oa podcast (component) VDI can retrieve its cqroesling

statistical information.

The table below matches the security requiremerttstive security functionalities defined
chapter 3 (abbreviations explainecthe Glossary section).

2 Key escrow (also known as fair cryptosysten) is an arrangement in which the keys needed toyge
encrypted data are held in escrswthat, under certain circistances, an authorized third party may gain ac
to those keysAccess is permittednly under carefully controlled conditions, as ifustance, «court order.
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SEVENTH FRAMEWORK
T

Scenario | o e > L
functionality = n | < o
| > o o | D I 2 | B g | r
> >\| o > l S <(| T 5 2 o vz 1]
< 18095 |2 [319% |[P]|8|r =
(¢D] +— husl
S |58 8 |32 |5 |8 5
Ll 8 O 5
1 X | X X
2 X X X
3 X X X
4 X X X
5 X
6 X X X X X
7 X

Table 6-2: Security Requirements for the ALP Application

6.4 Creation of Application VDIs

A lecturer wang to create a podcast VDI of lecture, which consists of video recordir
with synchronized slides. She creates a new slibé and video VDI. In the final step, sl
creates a podcast Vputtinc the VDIs together. Each VDI containsetadata related to tl
slides, video and podcast (e.g. synchronizatioormétion, duration, title, lecturer, ter
description of podcast, etc.). In addition, theeer sesrights to her digital resources. The
tasks are supported by the Augme Lecture ®dcast creator (ALP creator), which lectur
can launch after successful registratiBelow, we describe the steps in the proc

1. Creation of podcast components (slides, video @iogs)
a. Initialize a new Resource VDI instai
Using the ALFcreator, lecturers fill the appropriate metadatads entry
Add slides / video recordings to the resource’
Store the VDI
Advertise the VL

®oo0o

2. Creating podcast VDI
a. Repeat steps la and
b. Add a relationship between slide and video \
c. Store the VDI
d. Advatise the VD
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Students want to annotate the lecture podcast #neywatching in their social learni
environment, which is an augmented lecture podeabtapplication (ALP web applicatior
For each annotatiom, VDI is created, embedding the commes aresource. The VDI als
contains metadata (e.g. title, author.This process involves the following st:

1. Initialize a new Resource VDI instal

N

entries are entered

oo AW

Crede a text file containing the comm
Add text file to the resource VI
Store the VDI

Advertise the VDI

The corresponding code can be founANNEX A.

6.4.1 Engines per application

Using information from the web application (e.geusiame, timestamp, etc.) t

The table below (Table 6-Engines per applicati) summarizes the list of TEs requirfor
each applicatiomsed in the first phase of the trii Table 6-4:Supported functionalities p:
trial for the ALP scenarighowsthe functionality to be supported in each pl (L: Lecturer,
S: Student, ALP: Augmented Lecture PodcLP: Lecture Podcast).

Technology L creates | L creates and| L updates | S createsanc| S request
Engine and injects a and injects a podcast or
uploads LP | publication revokes Subscription podcast
sequence VDI VDI VDI components/
annotations
S createsktoresannotation
Metadata X X X
REL X X
ER X X
Security X X X X X
Overlay X X X
CoNet X X X X X
CDS
VDI X X X X
MPEG-21 FF X
Table 6-3: Engines per application for the ALP scenario
6.4.2 Functionalities per trial
Functionality Phase 1| Phase 2| Phase 3
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Username / Password authenticai X X
Smartcard supported user authentice X
Manually generateq metadata for describing slideddo/ X X
podcasts / annotations

CDS-support genera}ted metadate describing slides / video X X
/ podcasts / annotations

Content Encryption/Decryption X X
Keyword-based search X X
Semantic Search X
Request slide/video/ podcast / annotation X X
Annotations are public and n@monymous X X
Annotations are public and anonym X
Annotations are private/sermrivate X X
Annotation revocation X X
Event Report Browsing X

Table 6-4: Supported functionalities per trial for the ALP sa&c
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7  Specifications and Technical Implementation of Smart
Retailing (real world trial 4)

7.1 Brief description of use case

This scenario describes a smart retailing suppaycfor electronic products. In the scena
CONVERGENCE provides users with a wide range ofises and operations. The users
beneficiares are Manufacturers, Retailers and Customers. fdetuwers create their produt
VDIs and make them available by publishing them the CONVERGENCE system.
Retailers subscribe to products from Manufactures advertise the products they sell w
promotons, special offers, et Customers subscribe to, search for and compareugis
Additional services improve the Customer shoppixgeeience allowing them to subscribe
information on specific products, receive notifioas about the products arales events and
immediately look up information on a product byrstiag its barcode at the Retailers’ sto
This scenario involves the following activiti
1. Manufacturers
a. Create, store, publish and certify Product Type &/Icontaining reliable
information such as the name of the product, deson, its physical an
technical characteristi

b. Profit from new flexible mechanisms for selling gusts to authorize
Retailers in a smart retailing supply cf

2. Retailers
a. Subscribe to Product Type Vs published by Manufacture

b. Create and publish Retailers’ Product Type VDIgyraenting Manufacture
Product Type VDIs with information about Retaileomotions, special offer:
sales, etc.

c. Create Product Instance VDIs when selling prodactustomer: adding
some new information to the one present in the lbdype VDIs, such &
customer information (id), serial number and watyatetails

d. Enjoy improved control over the products they seltl better knowledge «
their Customer

3. Customers

a. Search angubscribe to products VL

b. Receive notifications about updates on productssvbéy have subscribec
c. Consult certified, reliable information about prath
d

. Use services to manage technical information abimit products, warrantie
information on rpair services etc.

7.2 Bird’s eye view of the deployment framework

The scenario involves the following functionalit
1. Manufacturer
I. Create and Store Product Type V
ii. Create and inject Publication VDI of the Producp&yDI
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ROAANME

iii. Revoke Publication VDI from the (NVERGENCE Clou
2. Retaliler
I. Create and inject Subscription VDI of Manufactusd?roduct Type VL

ii. Download (extract metadata and resources) ManuftsuProduct Typ:
VDI

iii. Create and inject Publication VDI about promotiospgcial offers ol
Product Type VDI

iv. Process Product Type VDI to Create and Store Ptothstance VDI
(adding new informatiol

v. Revoke Publication VDI from the CONVERGENCE Cls
3. Customer

i. Create and inject Subscription Vv

ii. Browse products VD

7.3 Application Requirements

7.3.1 User registration and rights

7.3.1.1 User registration

Users register to their CONVERGENCE applications choosing a username ana@a
password. They can algrovide addition: personal information, including email, compe
name, etc. After the registration process is cotaplee usereceivesa smartcard withis/her
certificate and other credentiaused for purposes of authentication.

7.3.1.2 User rights

The table belowextracted from D.4 [3], describes the righ&ssigned to different categori
of user.

#| Issuer Principal Type of VDI REL verbs [Comments
1 Manufacturer Retailer R-VDI of GorvernedAdaptAdd information to
Product Type Product Type VL
2 Manufacturefr R-VDI of Play, Print  |Display image (phott
Product Type or document (us
manual) of produc
Retailer
Print a photo o
document related to t
produc
3 Manufacturer Fractal P-VDI of Match, Notify [Publication of Produ
Product Type Type VDI
4| Retailer S-VDI of Match, Notify [Subscription of Produ
Fractal Product Type Type VDIs fror
Manufacture
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5| Retailler P-VDI of Match, Notify [Publication of Produc

Fractal Product VDI about promotion:
special offers, etc
6| Retailler R-VDI of Play, Print  |Customers brow:
Product products VDIs an
Customer

play/print the resource
(photos or documeni

7| Retailer R-VDI of GovernedCopy,|Create a Produ
Customer Product Adapt, Delete |[Instance VDI linked 1
Instance the Product Type VI
8| Customer S-VDI of Match, Notify [Subscription to produc
Fractal
Product \VDIs

Table 7-1: User Rights for the Smart Retailing scenario

7.3.2 Security Requirements

1. Only registered users (Manufacturers and Retaikdreuld be able to create prod
related VDIs.

2. Users responsible for the creation of product eelatDIsshallbe able to sign thel

3. Manufacturers shable alle to identify and certify thefficial Retailers responsible fi
selling their products to Custome

4. Manufacturers shalbe able to protecvDI information for their product, preventing
unauthorized modifications including modificatidmgofficial Retailers or Custome

5. The information visible in a produVDI should be defined bgwner ofthe VDI.

The table below matches the security requiremeittstive security functionalities defined
chapter 3 (abbreviations explainecthe Glossary section).

Scenario | o | & = o
functonality | & |2 |« |[& |% |Q | | & =2
= |5 0 e T I T = 7
> 1882 | s < _(% Ss|l2|T o
@ > | < 5 SRR
X 1< | o o |5 15|97 2 5
o 8I D | D <_E| o | ¥ = O
w8 O UE)
1 X | X X X
2 X
3 X | X X
4 X
5 X X

Table 7-2: Security requirements for the Smart Retailing sde

D7.2Tools and Sample ApplicatioiTechnical Specification Page 61 of 90



-e@@nvergence

7.4 Creation of Application VDIs

7.4.1 Manufacturer Create and Store Product Type VDI (R-VDI)

A Manufacturer wants to create a VDI for a new pciche is releasing to trmarket. He
uses the application to create and store a pragpet VDI containing product informatic
(metadata) and product resources, such as photbsissar manuals. After the product ty
VDI is created, the application advertise This involves thdollowing steps

1. Initialize a new Resource VDI instal

2. Using the web application manufacturers fill theoBuct VDI Creator form with th
product information that will be used as metadasm$ entry

3. Add files (url, mime type) to the Resource VDI. exampe: product photos, use
manuals.

4. Store the product type-VDI
5. Advertise product type-VDI

7.4.2 Manufacturer Publish Product Type VDI (P-VDI)

To make thegroduct type VDI availablto Retailers, the manufactureses the application
publish the VDI, asociating a fractal and an expiry date wthe publication, ad optionall
adding an event report. This involves the followstgps

1. Initialize a new Publication VDI instan

2. Using the web application manufacturers fill thebish Product form with theactal
and expiration date of the publication which wik ladded to the Publication VI
variable

3. Add theevent report to the Publication VI

4. Publish the PVDI

7.4.3 Retailer Subscribe Product Type VDI (S-VDI)

A Retailer wants to search for product type VDIshwgertain features or characteristics.
do that he uses the application to subscriball VDIs, in a particular fractal, that meet |
search criteria. This involves the following st

1. Initialize a rew Subscription VDI instan

2. Using the web application retailers fill the Suliberto Product form with the fract
and expiration date of the publication which wi# ladded to the Subscription V
variable

Add condition to the Subscription V

Add eventreport to the Subscription VI

5. Publish the S-VDI

bW

7.4.4 Retailer Creates Product Instance VDI (R-VDI)

This scenario involves the POS machine used b Retailer when selling a product tc
Customer. The machiridentifies the product that is being sold to the Customerga's the
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product type VDI associated with it. Then the Retainputs information about the prodt
serial numberand warranty detail. ThCustomer presents his personal information to
Retailer, either bynputting it manuallyinto the POS or byresenting his/h loyalty card.
This information now becom metadata in th@ew product instance VDI, representing
product sold to the Custominally, the system creates a libktween the prodc type VDI
and he created product instance VDI. The process iregothe following step

akrwbdE

o

@

7.5

Initialize a new Resource VDI T¢

Read the product type Resource VDI instance andgetetadat
Initialize a new Resource VDI instal

Add the metadata of ste

Using the POS client application retailers inpuetproduct instance serial numk
and the customer information that will be used atadata (tags entr

Add the digital receipt file and the warranty detaildef(url, mime tyje) to the
Resource VDI.

Add the linkbetween the product typeVDI and the product instance
Store the product instance-VDI
Advertise the product instanc+VDI

Integration with the middleware

7.5.1 Engines per application

Technology Creation and storage Creation and Creation and
Engine of product VDI injection of injection of
Publication VDI Subscription VDI
Metadata TE X X X
REL TE X X X
ERTE X X
Security TE X X X
Overlay TE X X
CoNet TE X X X
CDS TE X X X
VDI TE X X X
MPEG-21 FF X X

Table 7-3: Engines per application for the Smart Retailingnsce

7.5.2 Functionalities per trial phase

Functionality Phase : Phase 2 Phase .

Username/ Password UsexX X
Authentication
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Smart card supported User X
Authentication

Single User Identification| X X
Group identity creation by X
Manufactures

Manually generated X X
metadata for the creatian

of Product VDIs

CDS-support  generated X
metadata for the creatiaon

of Product VDIs

Creation and injection qfX X
Publication VDI

Creation and injection qfX X
Subscription VDI

Revoke VDI X
Browse products VDIs X
Browse ERR X

Table 7-4: Supported functionalities per trial for the Smaet&ling scenari
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8 Summary - future work

This deliverable describebd implementatioland securityfframework for the applicatiorto
be deployed in thérst CONVERGENCE tric. The information provided incluss:

¢ The definition ofTool APIs.

e The cefinition of <ecurity functionality for content protection (e.(
encryption/decryptionand for secure transactions (e.g. usage of smart cards
manipulation of digital signatures) (see ANNEX B for etdiled description of API

* Procedures for thereation ofthe R-VDIs, P-VDIs and S-VDIsequired for the fou
user scenarios

In chapters 4 we also describi the use of:
» Smart cardsto support useruthentication and registration.
» CDS —supported metada with specific ontologies for differemipplicatiors.

« Group identity,as a means ccreating“trusted” groups of users (e.g. photograph
analysts, students, retaile

» Extension of REL{o support group licensir

We expect to complete the implementation of thesetions before the start of the th
phase of the trials.

In parallel with this workthe second track of the trig(not discussed in the earlier chapt
of this deliverable) will perform network experinieninvestigating ho features cCONET,
such as content-routingnd in-network caching, can contribute to the pemance of
CONVERGENCE application:This topic is briefy discussed in the next section, and giv:
partial answer tsome comments raised during the first year revie.

8.1 User scenarios involving CONET (Track 2)

In the second track of the trsalve plan to setup a couple of simgleenarios which show ho
CONVERGENCE application may exploit the featuresCONET, i.e.of an “Information
Centric” Network (ICN).

We argue that two of the most important feature<CONET are i-network caching an
content roumg; therefore in track 2 we envisage two challeggstenarios where the
features strongly improve user experier

In-network caching allownetwork nodeto cache chunks of data (i.e. ne-data CIUs), so
improving content delivery in cases of a sp locality of user requests.ontent-routing
allows network node to routiat: requests toward the more convenient serving |

In what follows, we describevo possible scenarios of trackahere we plan to reuse CoM
TEs and applications ofPhoto/Videos in the Cloud and Analyses down to €” developed
for track 1. In the first scenariof track 2 we focus on the use ofnetwork cachin in a
mobile environment.n the second scenaiof track 2 wefocus on a fixed environment whe
we show the use aboth ir-network caching and content routing farvideo streaming
application.We observe that mobile applications and video sine@ are twaovery relevant
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use-cases for a Futuleternet networking technolo. Therefore, showing truse of CONET
in these scenarios isfandamente step to assess its effectiveness.

8.1.1 Shared museum

Figure 8-1shows the first trial scenario we considered fackr2, namedshared museum”.
We have a set of neighbousers visitin- a monument. By sing their mobile devices, ti
users wish to have storical information on the monument. To this aine tusers use
CONVERGENCE museum application that is similar he bne we implement within tt
“Photos in the Cloud and Analyses down to earthtkrl trial. Nevertheless, while in tracl
the applicabn and COMID Engines are based on a plain TCPARarking layer, in track .
they are supported by tiEONET layer.

Serving-node
(audio guide, photos, text,...)

First: 3G download
and cache

-

CONET

Next: WiFi download via cache

Users mobile phones/tablets (Android), end-nodes

Figure 8-1: Shared museum

In this scenario there are myausers in the same location searchfimgsimilar conter; thus,

this scenario is very suitable to shthe potential effectiveness of metwork cachingTo this

aim, we envisage thatfirst user downloes a VDI and related resources (e.n audio-guide
with photos and text) froman origin serving-nodevia 3G. After the download, the mob

device (a CONET endede) caches the downloaded dOther usershat later on will searc

the same VDI/resourcesill be able tcdownload them via WiFi from the che of neighbour
users.

Generalizing the scenario, we have a set of malaiecesthatform a WiFi a-hoc network
(single hop)while at the same time can exp a 3G connection. When a user ves to
download a resource, the CONET layer tries to doaaithe resource from the caches
neighbourdevices. In case of cache mithe CONET layer downloadfe resource via 3!
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from the origin servingrode. After the downloacthe CONET layer caches the resouin
the mobile device.

We observe that in this scenari-network caching is useful both ftre user anfor the 3G
mobile operator.

Many users may download resources frthe local WiFi ad-hometwork, enjoying a fast
delivery and saving money, in cathe 3G operator applies a volurbase pricing model.
Moreover, foreign usensiay not like to use 3G, to avoid high roaming c. Using CONET
these users may downlotte desired contewvia WiFi.

Mobile operators may aldeenefit from the CONET. Indeeespeciallyin case ofa flat rate
pricing mode] the 3G interfacwould be off-loaded.

We finally observe that,saoccurin P2P file sharing, suitable policies/cre-systems should
be deployed taliscourage “fre-riders” (users that download onjyand to attract users
participate to the application.

8.1.2 Video streaming for small businesses

Figure 8-2shows the second scenario we consider for traclaied Video sreaming for
small business&sWe consider a SME wiing to sellat a given time (e.g. 21:00 PM) a }
video streaming of a cent movie.Users exploit an applicatiosimilar to the one w
implement in thdrack 1 trial of“Videos in the Cloud and Analyses down to eg, properly
adapted to exploit the ONET layer

Video serving-node Video serving-node
(France) (Peru)

wnload via closest server (veiivcii rvunnig, _—
~uy -~ Next: download via cache

e, DOrder-node

CONET

User laptops (Linux), end-nodes User laptops (Linux), end-nodes
(France CAMPUS) (Peru CAMPUS)

Figure 8-2:8.1.2 Video streaming for small businesses
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We assume thahé small price of the video prevs the video distributor to pay a CC
provider, which couldnassively replicate video servers around the waklit occurs for
iTunes, for instance)n the current Internet, thiscenario would not be possible: the vic
could not be streamed to a large number of wwithout the support of a CDM'hich would
not be possible given the expected, limited revesfulis busines. In the scenario reporte
in Figure 8-2 we show hothis impass«can be overame by using CONET, arin particular
the content-routing and imetwork caching feature

Thevideo distributor deploya small set of video servers (small with respedypical CDN

scale). On these servimpdes, the video distributor preloads the VDI ahd movie tc

stream. The streamingrfoatis suchthat video frames are grouped in chunks and eaachk

has a different Network Identifier (NIl. Therefore, each chunkl&ndled bythe CONET as
a named-data.

Let us assume that the video is successful art at the start of the streamine.g. 21:00
PM), a largenumber of userdownload the VDI and join the streaming ses’. In what
follows we restrict our focus orthe users of thd’eru and France university campu
Nevertheless, the samseenari could be applied to the clients of an ISP.

The first user of the campussues a request (Interest CIU) chunk n.1 of the vide The
chunk requests routed towardt¢he CONET bordenode of the camp, which could be
located where today the IP default gate is located. The borderede forwards-by-name
(aka contentouting) this request the nearest video server. Contemiting provides also
load balancing among tremall set oivideo servers of the video distribL. When the video
server sendback chunk n.1, thborder-node caches it. Nedsers of the same campus t
request chunk n.1 will retrievefrom the cache of the border-nodde same happe for the
other chunk®f the video. Therefore, only a single strean-campus is downloaded from t
video serer, while other streams aserved from the cache. In this walge video server is
significantly unloaded andlarge number of users cwatch the video.

8.2 Other advantages of Convergence and benefits for the four
main real world trials/ scenarios

The twoscenarios described above can be loosely putatioekhips with the first twmain
real world trialsécenarios of Convergence, namePhotos in the Cloud and Analyses dc
to earth” and “Videos in the Cloud and Analyses ddwearth”

As regards the third maireal world trialsscenarios of Convergence, namAugmented
Lecture Podcast, we note ttthe CoNet brings advantages not only in allowing cagHbat
also in reassemblingnd usinglearning content. Lecturers dotnoave to exjicitly ask for
permission to each authorige conten(who may have asked permission from other aut
as well), since CONVERGENCE works with <consistent packages, including -
definition of licenses and REL. Fstudents, this will mean contenttegrity and reliable
lecture materials.

As regards the fourth maireal world trialsécenarios of Convergence, nameSmart
Retailing, we note that CoNet brings advantagesomdy in allowing caching and conte
routing but also in allowingo digitally sign and encrypt a resource facilitating very m
retailing procedures and providing a strong segumiechanism agair, for exampl,, frauds

® To support late joining, VDIsan include the NID of the next video chunks whereing is possibl, being the
movie actually made of a sequence of V
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on product returns. Additionally, in cases of “sgfeecall” the author of a VDcan send a
message to all users owniagcopy ofthat VDI, without knowing their personal details, a
allowing the owner of a VI to authorize or refuse reception of such mess Finally,
named content is expected to significantly reduesarch and retrieve content time onc
custoner is inside the store. As nowadays the globabratf the electronic market supy
chain is a fact, product characterization becomesapr issue. The VDI technology cot
help in describing and advertising prodt

Finally, we note that ICN in gend and CoNet in particular could be a grfacilitator for

Cloud services, thus benefitira large set of possible applications, including sleéectec
Convergence ones.
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10 ANNEXA

In this ANNEX thecode describing the creation of the individual aations is provide:

10.1 Photographer creates a Photo VDI

e ResourceVdiTool rvdiTool = new ResourceVdiT ();
Initializes a new Resource VDlIstance
e rvdiTool.addTag(tag);
In the GUI environment, the user fills the apprapei metadata (tags ent
» rvdiTool.addResource(url, "image/" + photo.getlnmagenat())
Adds to the resource VDI an ime
* rvdiTool.setExpiryDate(new Date(
Sets an expirgata to the VD
* rvdiTool.store(filePath
Stores the VDI to the specific filep
* rvdiTool.advertise(filePatt
Advertises the VDI

10.2 Photographer publishes Photo VDI

* PublicationVvdiTool pubVdiTool = new PublicationVdi®l(photo.getR_VDI_Id()
A new instancef the publication tool is creat:
* pubVdiTool.setExpiryDate(finalDate.getTime
An expiry date is set to the-VDI
e pubVdiTool.setFractal(fracta
The PVDI is added to a specific frac
* pubVdiTool.generatePVDI(
The PVDI is generate
e pubVdiTool.publsh().
The PVDI is publishe:

10.3 Alinari Photo Archive Manager subscribesto and download s
photos

* ERR err = EventReportTool.getInstance().createERB{H riggerType.MATCH
An event is triggered for every ma
* SubscriptionVdiTool svdiTool = new SubscriptioriTool();
A new instance of the subscription tool is cre
e svdiTool.setFractal(request.getParameter("fragt
A search fractal is set to thVDI
» svdiTool.setExpiryDate(finalDate.getTime
An expiry date is set to the V
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« svdiTool.addKeywordConditn(tags);
The search tags defined by the user are passéutgDI
* svdiTool.addERR(err
The event report is add
* svdiTool.generateSVDI(
The SVDI is generate
e String svdi_id = svdiTool.publish
The SVDI is published in CoMi

10.4 VMO creates a Video VDI

e ResourceVdiTool rvdiTool = new ResourceVdiT ();
Initializes a new Resource VDI insta
e rvdiTool.addTag(tag)
In the GUI environment, the user fills the apprapei metadata (tags ent
* rvdiTool.addResource(url, "video/" + video.getimagemat())
Adds to the resource VDI an ime
* rvdiTool.setExpiryDate(new Date(
Sets an expiry data to the Vv
* rvdiTool.store(filePath
Stores the VDI to the specific filep
* rvdiTool.advertise(filePatt
Advertises the VDI

10.5 VMO creates and injects a Publication VD |

Thecode is identical to the code {the Alinari scenario describeaa section 10.:

10.6 Analyst creates and injects a Subscription VDI

The code is identical to the code for the Alinaesario describein section 10.:

10.7 Lecturer creates podcast VDI

Creation of podcast components (slides, video recording

* ResourceVDITool rvdiTool = new ResourceVDIT ();
Initialize a new Resource VDI instal

» rvdiTool.addResource (filepath, “video/mp4” )
rvdiTool.addResource(filepath, “application/pd
Add slides / video recordings to the resource

* rvdiTool.addTag(tag);
Lecturers use the ALP creatot fill in the appropriate metadata (tags en

* rvdiTool.store(filepath
Store the VDI to the specific filep:

* rvdiTool.advertise(filepath
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Advertise the VDI

Creating podcast VDI

10.8

ResourceVDITool rvdiTool = new ResourceVDIT ();
Initialize a new Resource VDI instal
rvdiTool.addRelationship(relationshipType, slideM(
Add a relationship between slide and video \
rvdiTool.store(filepath

Storethe VDI to the specific filepe
rvdiTool.advertise(filepath

Advertise the VDI

Students create annotation VDI

AnnotationVdiTool avdiTool.getinstance

Initialize a new Annotation VDI instar

FileWriter fw = new FileWriter(file)
(newPrintWriter(fw)).printin(comment

Create a text file containing the comn
avdiTool.addCommnt(null, file.getAbsolutPath(), “text’
Add text file to the resource VI
avdiTool.addFieldValue(field, value

Using information from the web application (ruser name, timestamp, e
avdi.store(filepath);

Store the VDI to the specific filep:
avdi.advertise(filepathr

Advertise the VDI

Manufacturer creates Product Type VDI

ResourceVdiTool rvdiTool = new ResourceVdiToc
Initializes a new Resource VDI tance
rvdiTool.addResource(url_resource, product.getRessdiletype())
Adds to the resource VDI files (image or docun
rvdiTool.setExpiryDate(new Date(

Sets an expiry dat@r the VDI
rvdiTool.addKeyword(tag

Add keywords (tag entry) to the VDIout the product
rvdiTool.store(filePath

Stores the VDI to the specific filep
rvdiTool.advertise(filePatt

Advertises the VDI
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10.10Manufacturer publishes Product Type VDI

The code is identical to the code for the Alinaesario describein section 10.:

10.11Retailer subscribes to product

The code is identical to the code for the Alinaesario describe¢ in section 10.:

10.12Retailer publishes Product Type VDI

Basically the same as 1(Qolus 2 additional calls:

* pubVdiTool.addKeyword
Search tags defined by " publisher are passed to the VDI

* pubVdiTool.addFieldValue("price", product.getPrij
Field —value metadata defined by the publisher are passéue VD

10.13Retailer creates Product Insta nce VDI

* ResourceVdiTool rvdiTool = new ResourceVdiTool(y
Initializes a new Resource VDI insta
» rvdiTool.getFieldValueMap(

The metadata (tags entry) is extracted from thedped type VDI, including also tf
serial number of the product, customer informaton warranty detail

* rvdiTool = new ResourceVdiTool
Initializes a new Resource VDI insta
» rvdiTool.addResource(url_resource, product.getRessiletype())
Adds to the resource VDI the receipt and warraiég
» rvdiTool.addFieldValue(field, value
Adds the previously created metadata to the
* rvdiTool.store(filePath
Stores the VDI to the specific filep
* rvdiTool.advertise(filePatt
Advertises the VDI

10.14Consumer subscribes to product

* ERR err = EventReportTool.getinstance().createERB{H riggerType.MATCH
An event is triggered for every rch

e SubscriptionVdiTool svdiTool = new SubscriptionVaidi();
A new instance of the subscription tool is cre

» svdiTool.setFractal(request.getParameter("fragt
A search fractal is set to thVDI

» svdiTool.setExpiryDate(finalDate.getTime
Anexpiry date is set to the V
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» svdiTool.addKeywordCondition(tag
The search tags defined by the user are passéutgDI

e svdiTool.addFieldValueCondition("price", "op",valRece)
Adds the field value condition on product p

* svdiTool.addERR(err
Theevent report is adde

e svdiTool.generateSVDI(
The SVDI is generate

e String svdi_id = svdiTool.publish
The SVDI is published in CoMi
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11 ANNEX B Brief description of the CoSEC API

11.1 Certificate Manager

Interface

Classes implementing this interface responsible for the generation of asymmetric kegsy
(both on- and oftzard), as well as the generation and verificatibndedicated digita

certificates.

Operation

Description

MXMODbject generateRSAKeyPai
(String keylength String PubEXj)
throws CertiicateManagerExceptio

Generate an RSA key pair (a modulus, a private
and associated public key)

Parameters:

keylength length of RSA modulus to be generated
this key pair

(supported in first round: RSA 1024/20
PubExp:designated publiexponer

Action: generatesin RSA key pair

Returns:

keyldentifier -randomly generated identif
public key: modulus, public expon
private key: private exponent

MXMObject
generateRSAKeyPairCard (Byte
keyldentifier  String  keylengt|,
String PubEXxp throws
CertificateManagerException

Generate an RSA key pair (a modulus, a private
and associated public key) on the smart

Parameters:

keyldentifier: key identifier (for
corresponding private key on card)
keylength length of RSA modlus to be generated f
this key pair

PubExp designated public expont

(supported in first round: RSA 1024/20

Action: generatesan RSA Kkey pair,
validates possession of private key

Returns:
public key: modulus, public expon

[Note: the private key is not returned and will ne\
leave the carq.

referencing th

internall

String generateCVCertificate
(String  holderReferenge String
issuerReferengeString expiryDat,
String pubKey String SignOIL)

This method is usedo generate a ce-verifiable
certificate on a public key (belonging to a pu-
private key pair which has been generated off |

Parameters:
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throws CertificateManagerExcept

holderReferencethe identifier of the user owning tl
key pair

issuerReferencehe identifier of the certicate issuer
expiryDate date when the certificate expi

pubKey the public key of the holder to be certifi
(shall contain information on the key/algorithm ¢\
through an object identifier)

SignOID object identifier encoding the algorithm ty
to be elected for the certificate signat

Action: signs and issues a cavdrifiable certificat
Returns: the signed cardgerifiable certificat

String generateCertificate (String
holderReference, Strir
issuerReference, String expiryDa
String pubKey, Bytekeyldentifier,
String SignOID) throw:
CertificateManagerException

This method is usedo generate a certificate on
public key (belonging to a pub-private key pair
which has been generated on card)
Parameters:

holderReferencethe identifier of theuser owning the
key pair

issuerReferencehe identifier of the certificate isst
expiryDate date when the certificate expi

pubKey the public key of the holder to be certifi
(shall contain information on the key/algorithm ¢\
through an object identifier)

keyldentifier key identifier (for
corresponding certificate on card)

SignOID object identifier encoding the algorithm ty
to be selected for the certificate signa

Action: signs and issues a certific
Returns: the signed certificate

referencing th

11.2

Key Manager Interface

Classes implementing this interface are responsiblproviding a number of secur-related
functionalities such as the generation of keys $gmmetric cryptographic algorithrr
symmetric encryption and decryptioind wrapping/unwrapping of encryption ke

Operation

Description

byte | It
org.iso.mpeg.mxm.engine.securit
gine.KeyManagewrap (byte[]
symmKey String algorithm, String
keyAlias String certificate throws
KeyManagerException

This method is used taasymmetrically encryy
(“wrap”) a symmetric decryption key with a giv
algorithm using the public key from a certifici
identified by a keyAlias.

Parameters:

symmKey the key to be wrapped. This key will
needed for decryption of data encrypted witl
symmetric cipher
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SEVENTH FRANEWGRE
PROGRAMME

algorithnt the algorithm to be used to wrap the |
(supported in the first trial RSA 1024/204¢

keyAlias the alias associated to the public key use
wrap

certificate a certificate associated to (and containi
the public key to b used to encrypt the d

Actions:

validates the certificate and extracts the publky
associated t&eyAlias then wrapsymmKe

Returns:

the wrapped (asymmetrically encrypted) encryp
key as a byte array (including an identifier cargy
information on thelgorithmusedfor wrapping
Exceptions:

certificateFailure — the certificate could not «
validated

byte . 1l
org.iso.mpeg.mxm.engine.securit
gine.KeyManageunwrap ( byte][]
wrappedsymmKeyString keyAlias,
String PIN ) throws
KeyManagerException

This method is used to asymmetrically deci
(“unwrap”) the key in input using the private k
associated to a cema key alias given in inpt
Unwrapping will be performed with the private k
(belonging to the key pair associated keyAlias
designated for asymmetric encryption/detion) on
the user’s smart card\pte: the user’s private key wi
never leave the smart card.]

Parameters:
wrappedsymmKeyhe wrapped key to be unwrap|

keyAlias the alias associated to the key to be use
unwrap the wrapped symmetric key in ir

PIN: the smart card’'s PIN to access the unv
functionality

Actions: the wrapped key(usually included in
license) is transmitted to the smart card
unwrapping on-card

Returns:

the unwrapped decryption key as a byte ¢
Exceptions:

KeyManagerException

byte . I
org.iso.mpeg.mxm.engine.securit
gine.KeyManageencrypt ( byte[]
data byte[] encryptionKey String
algorithm ) throws
KeyManagerException

This method is used to symmetrically encrypt thea
in input with a given symmetric key given in ing
Parameters:

data the data to be encrypted

encryptionKeythe key to be used encrypt the data
algorithm - the algorithm to be used to encrypt the
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Returns:

the encrypted data as a byte array
Exceptions:
KeyManagerException

byte _ I
org.iso.mpeg.mxm.engine.securit
gine.KeyManagedecrypt ( byte[]
data byte[] decryptionKey String
algorithm ) throws
KeyManagerException

This method is used to symmetrically decrypt thea
in input with a given symmetric key given in ing
Parameters:

data the data to be encrypted

decryptionKeythe key to be used to decrypt the
algorithn the algorithm to be used to encrypt the
Returns:

the decrypted data as a byte array

Exceptions:

KeyManagerException

byte N
org.iso.mpeg.mxm.engine.securit
gine.KeyManagegenerateRandon
Key ( String algorithm, int
keyLength ) throws
KeyManagerException

Generate a random key using a specific algor
Parameters:

algorithnt the algorithm usi to generate the randc
key

keyLength the length of the key to be generated
bytes.

Returns:

the generated key (fulfilling the«cconditions of the
specified algorithm)

Exceptions:

KeyManagerException

11.3

Signature Manager Interface

Classes implementing this interface are responéibleroviding a number of functionaliti¢
related to digital (asymmetric) signatures, suchthas geneation and verification of ha-
values, issuance and verification of digital sigmes

byte . I
org.iso.mpeg.mxm.engine.securit
gine.SignatureManagegenerateHz
sh ( byte[] data, String algorithn )
throws SignatureManagerExcept

This method generateshash value of the data in ing
using a given algorithm.

Parameters:

data: the data to be hashed

algorithnt the algorithm used to calculate a hash v
of the data

Returns:
the hash value
Exceptions:

D7.2Tools and Sample ApplicatioiTechnical Specification

Page 79 of 90



-e@@nvergence

Signature Manager Exception

byte _ -
0rg.iso.mpeg.mxnengine.securitye
gine.SignatureManagegenerateHz
sh ( FilelnputStream fis, String
algorithm ) throws
SignatureManagerException

This method generates a hash value of the datgout
using a given algorithm.
Parameters:

fis: the FileInputStream of the fileontaining the data
to be hashed

algorithm the algorithm used to calculate a hash v
of the data

Returns:

the hash value

Exceptions:
SignatureManagerException

boolean
org.iso.mpeg.mxm.engine.securit
gine.SignatureManageerifyHash
( byte[]] data byte[] hashValu,
String  algorithm ) throws
SignatureManagerException

This method verifies that the hash value of the dia
input has a specific value.

Parameters:

data the data on which the hash value has tc
calculated

hashValue the hash value vith has to be verifie
against the one calculated

algorithm the algorithm used to calculate the h
value of the data

Returns:

true if the calculated value is equal to the geteel
one

Exceptions:
SignatureManagerException

byte _ l
org.iso.mpeg.mxm.enge.securitye
gine.SignatureManagegenerateCz
rdSignature (  byte[] messag,
String algorithm,  String keyAlias,
String PIN ) throws
SignatureManagerException

This method is used to generate a digital signdtur
the data in input using the given algoritrand a
private key associated to a key alias. The sigrat
generated on the user’s smart card.

Parameters:
messagethe data to be signed
algorithn the algorithm used to sign the ¢

keyAlias the alias associated to the private key tc
used to sign the data

PIN: the password to authorize the signature oper:
on the smart card repository

[Note: Internally, this method splits up signatt
generation into (a) partial hashing and (b) firedtnng
+ signature generation. Partial hashing (of a pgtally
large message) may be performed on the user’s
Final hashing and the actual signature gener:
involving the user’s private signature key is paried
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on the smart card. The private signature key ier
released from the card to the outsideld.]

Returns:

a digital signature on the input mess
Exceptions:
SignatureManagerException

byte N
org.iso.mpeg.mxm.engine.securit
gine.SignatureManagegenerateSi
nature ( byte[] message String
algorithm, String keyAlias String
password ) throws
SignatureManagerException

This method is used to generate a digital signdtur
the data in input using the given algorithm an
private key associated to a key alias. The sigrat
generated off-card on a PC.

Parameters:
message the data to be signed
algorithnt the algorithm used to sign the ¢

keyAlias the alias associated to the private key tc
used to sign the data

passwordthe password to access the key repos

[Note: the key repository will usually be a softwe
program, but might also be a Hardware Seci
Module]

Returns:

a digital signature on the input mess
Exceptions:
SignatureManagerException

boolean
org.iso.mpeg.mxm.engine.securit
gine.SignatureManageerifySignat
ure ( byte[] message byte[]
signature String algorithm, String
keyAliag throws
SignatureManagerException

This method is used to verify a signature on
message in input.

[Note: it is advisable to obtain and validate
certificate on the issuer’s public signature keipipto
the verification process.]

Parameters:

messagethe data upon which the digital signature
been generated

signature the signature to be verifi

algorithnt the algorithm with which the signature f
been generated

keyAlias the alias associated to the public key tc
used to verify the signature

Returns:

true if the verification of the digital signaturecseeds
false otherwise

Exceptions:
SignatureManagerException
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11.4 Authentication Interface

Classes implementing this interface are respongtdnieroviding functionalitiesrelated to
client and server authentication deploying usersarg cards as secure repositories. Curre
methods are integrated supporting two authentiogirotocols (namely server authenticat

and client (user) authenticatic

String getCardChallengd) throws
AuthenticationManagerExcepti

Part of server authenticatiaowards a client based «
RSA. Retrieves a random challenge from the clie
smart card. The retrieved challenge shall thenemg
to the remote server forigning. This method is
invoked on the client connected to the users s
card.

Returns:
A random challengeetrieved from the smart ca

BooleanverifyCVCertificate (String
CVecertificatg throws
AuthenticationManagerExcepti

Part of server authenticatiaowards a client based «
RSA. Passes a certificate retrieved from the serwvi
the user’'s smart card.his method is invoked on tt
client connected to the user’s smart c

Paramters:

CVcertificate — a card verifiable certificate to |
processed by thsmart card connected to the cl

Actions: the smart card verifies the certificat
signature and extracts the encapsulated publicfdee
subsequent verification of the servers respc
(authentication token).

Returns:

true, if the certificate is val, false otherwis:

String  getChallengd)  throws
AuthenticationManagerExcepti

Part of client authentication towards a server dast
RSA.

Generates a random challenge on the server torib
to the client for signing.

This method is invoked on the\ss.
Returns:

a 16-byte randonserverChalleng (to be sent to th
client)

1%

String getCertificate(String
keyldentifie} throws
CertificateManagerException

Part of client authentication towards a server dast
RSA.

Retrieves the certificate associate the smart card’'s
key pair for client authentication (referenced tigb
keyldentifier) to be sent to the server for valida

This method is invoked on the client connectedhédx
user’'s smart card.
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Parameters:

keyldentifier — the identifier of the cefficate to be|
retrieved from the smart card (corresponding to
key pair associated teeyldentifie}

Returns:

the certificate containing the public key from they
pair associated tkeyldentifier

boolean
certificate
CertificateManagerExceptic

verifyCertificate (String
throws

Part of client authentication towards a server dast
RSA.

This method is usetb verify a certificate issued on
public key.

This method is invoked on the ser
Parameters:thecertificate

Returns: true, if the ertificate is valid, false otherwi

String clientAuth (String
serverChallenge String
keyldentifier String PIN) throws
AuthenticationManagerExcepti

Part of client authenticatiolowards a server based
RSA. Client authentication is based on signin
challenge (and optionally additional informatic
retrieved from the server by the user’s smart
connected to the client.

This method is invoked on the client connectedht
user’s smart card.

Parameters:

serverChallenge the 16 byte
retrieved from the server
keyldentifier the identifier associated to the priv
key to be used by the smart card to sign the reed
authentication token

PIN: the user's PIN to be checked on the smart
(authorizing the use of the card der's private
authentication key associatedkyldentifie)

Returns:

The signed authentication
retrieved from the smart card

randomchallenge

tokeicardAuthToken

Boolean clientTokenVerify (String
cardAuthToken String keyAlias)
throws
AuthenticationManagerExcepti

Part of client authenticatiotowards a server based
RSA. Client verification consists of verifying tf
authentication token retrieved from theent's smart
card on the serverThis method is invoked on ti
server.

Parameter:

cardAuthToken the authentication token retrieve
from the client’s smart card and sent to the s

keyAlias the alias associated to the client user’s pt
key to be used for verification on the server,
contained in the client certificate validated thygbuhe
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previousverifyCertificate commani

[Note: this method can only be successfully invc
following a positive certificate validation on t
server]
Returns:

true, if the client's authentication token has b
verified, false otherwise

String serverAuth(String
cardChallenge String keyAlia;,
String passwordl throws

AuthenticationManagerExcepti

Part of server authenticatiaowards a client based «
RSA. Server authentication is based on signin
challenge (and optionally additional informatic
retrieved fron the client’s smartard by the server
private key.This method is invoked on the senr

Parameters:

cardCchallengethe random challenge retrieved fr
the client’'s smart card

keyAlias the alias associated to the private key tc
used by the servdo sign the requested authenticat
token

password the password to access the key repos
containing the server’s private authentication
associated tgeyAlias

Returns:
The signed authentication tokeerverAuthToke

UJ

Boolean serverTokenVerify(String
serverAuthToken String keyAlias)
throws
AuthenticationManagerExcepti

Part of server authenticatiaowards a client based «
RSA. The authentication is performed by verifying
authentication token retrieved from the server lom
client's smart cardThis method is invoked on ti
client connected to the user’s smart c

Parameters:

serverAuthTokenthe authentication token retriev
from theserver to be verified by the client’s smart ¢

keyAlias the alias associated to the server’s public
to be used for verification on the client’'s smaatd;
and previously transmitted to the smart card thinc
theverifyCVCertificate commani

Returns:

true in case of successful validation of the sigreg
false otherwise

[Note: this method can only be successfully invc
following a positive certificate validation -card and
before card reset. In such case the extracted pualy
indicated by keyAlias is still held in the smarrda
RAM]
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11.5 GS (Group Sign ature)-Manager Interface

byte | It
org.iso.mpeg.mxm.engine.securit
gine.GSManagesetup_parameter:
_GS ( String algorithm, String

This method generates the cryptographic param
for setting up a group signature inste (in short
terms: a group). In particular, it generates atliptirve
and pairing parameters, a group public key, a &

GSAlias ) throws| master key to be kept strictly with the group migs
GSManagerException and a revocatiorist which is initially empty.This
method must only be inked by the group master,
an absolutely trustworthy platform.
Parameters:
algorithm to be reserved for optional choices (I
curve type, parameter size, etdr).our initial release
all specifying parameters will be hardcoc
GSAlias the group aliaso be used as a reference
the newly generated group instat
Returns:
GSparameters;onsisting of:
GSpublicparametersgroups G, G, generator point
01, group public key ®, haslfunctions, pairing
specification
GSsecretparametesecret master key (must strictly
remain with the group master)
Moreover:
MemberList list of secret keys of members, m
remain secret to the group master; initially er
RevocationList list of “revocation tokens”, may &
published to an authentication server; initi empty
Exceptions:
GSManagerException
byte []| This method generates a private key for a new g

org.iso.mpeg.mxm.engine.securit
gine.GSManagegenerate_membe
_privatekey ( String GSparamete),
String IDuser, MemberLigt throws
GSManagerException

membe to be accommodated to the group, enak
him or her to issue anonymous signatures on bef
the group. The user's ID is only kept with the g
master to govern itsternal (secret) member li<This
method must only be invoked on a trustwor
platform under the control of the group ma:

[Note: The group master can do two things with
computed private key: (a) it can embed it ot
member’'s smart card, or (b) it can send it to
member via a trustworthy chanrel.

Parameters:

GSparameterghe complete set of parameters defir
the current group instance, as generated
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‘setup_parameters_GS”

IDuser. an identifier for the user allowing maintenal
of the member list

MemberList a reference to the member list to upc
with the new member’s private key

Updates the member list; strictly confidential to t
Group Master

Returns:

SKmemberthe accommodated member’s private
recipient’s private key, enabling him or her touis
group signatures under the groinstance defined by
GSparameters.
Exceptions:

GSManagerException

byte [ | This method revokes a private key of an existiraugi
org.iso.mpeg.mxm.engine.securit | memberto be removed from the group, disabling |
gine.GSManagerevoke_member_ | or her to furthermore issue anonymous signature
privatekey ( String GSparametel, | behalf of the group. The user’s ID is only kepthiiihe
String IDuser, MemberLigt throws| group master to govern iisternal (secret) memb

GSManagerException list. This method must only be invoked on
trustwathy platform under the control of the gro
master.

[Note: Revocation works even against the revo
member’'s will, and even if that member refusec
deliver his or her smart cajd.

Parameters:

GSparameterghe complete set of parameters defir
the curent group instance, as generated
“setup_parameters_GS”

IDuser. an identifier for the user allowing maintenai
of the member list

MemberList a reference to the member list to upds
with a revocation tag for the revoked member’s qe
key.

Updates the member list; strictly confidential to t
Group Master

Returns:

RevocationTokenthe revoked member's revocati
token, to be added to the revocation

[Note: revocation tokens remaamonymou. Revoked
member’s IDs ar@ot added in the revocan list, but
stay with the group master.]

Exceptions:
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GSManagerException

byte _ I
0rg.iso.mpeg.mxm.engine.securit
gine.GSManagenbtain_parametet
s_GS (String GSAliag throws

Provides the actual publgarameters dining a group
from a databaselhis method can be invoked by &
outsider who wishes to verify a signature issuec
behalf of the group referenced GBAlias

GSManagerException Parameters:
GSAlias the alias associated to the specific gr
instance
Returns:
GSpublicparametersgroups G, G, generator point
01, group public key ®, haslfunctions, pairing
specification

boolean This method checks the validity of a group signa

org.iso.mpeg.mxm.engine.securit
gine.GSManageperform_signatur
echeck _GY( byte[] messaggebyte []
signature String GSAliag throws

issued by a member of the group referenced thr
GSAlias. This method is invoked by any outsic
wishing to verify a group signatu

[Note: this method provides functionality only

GSManagerException check the cryptographic validity of the include
signature. In order to complete the signa
verification, a revocation check must be perfornoe
requested.]
Parameters:
message the message for which a signature
supplied.
signature an anonymous grouggnature issued on tl
message supplied.
GSAlias the alias associated to the gr-instance
under which the supplied signature has been is
Returns:
true if the signature has been found valid, fi
otherwise
Exceptions:
GSManagerException

boolean This method checks whether a group signature

org.iso.mpeg.mxm.engine.securit
gine.GSManageperform_revocati
oncheck _GS (byte [] signature |,

String RevocationList  String
GSAlia3 throws
GSManagerException

been issued by a member who has been revfrom
the group referenced throu@SAlias This method is
invoked by any outsider wishing to verify a grc
signature, provided he disposes of a revocatio!

[Note: this method provides functionality only

check whether the included signature hasn issued
by a group member whose token has been added
revocation list. In order to complete signat
verification, a (previous) signature check shoudde
been performed.]
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Parameters:

signature :an anonymous group signature issuec
(any) message.

RevocationList :list of “revocation tokens” (eac
anonymous token stands for one revoked mer

GSAlias :the alias associated to the gr-instance
under which the supplied signature has been is

Returns:

true if the signature has been issued lon-revoked
member validfalseif it has been issued by a revok
member.

[Note: so “true” is the “positive” response, i.e. 1
signature has been issued by an active group mej

Exceptions:
GSManagerException

boolean
org.iso.mpeg.mxm.engine.securit
gine.GSManagetequest_revocatic
ncheck_GS (byte [] signature |,
String GSAliag throws
GSManagerException

This method requestsfer an included signatur— to
check whether the signature has been issued
member who hasbeen revoked from the grol
referenced bysSAlias This method is invoked by ar
outsider wishing to verify a group signature,

having no access to a revocation list. The inter
usage is to request the actual revocation chedktlie
revocation lisitself!) from a trustworthy serve

[Note: Unlike “perform_revocationcheck_GS” (whe
the revocation check is to be performed by thefiee
himself), this is arequest to a trusted server
maintaining a revocation list, but not admittingess
to it.]

Parameters:

signature— an anonymous group signature issuec
(any) message.

GSAlias - the alias associated to the gr-instance
under which the supplied signature has been is
Returns:

true if the signature has been issued by -revoked
member validfalseif it has been issued by a revok
member.

[Note: so “true” is the “positive” response, i.e. i
signature has been issued by an active group mej

Exceptions:
GSManagerException

byte I
0rg.iso.mpeg.mxm.engine.securit

This method is used to sign a message under thgp
instance referenced by @las on a smart card. Tt
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gine.GSManagesign_message_G:
_SC (byte[]] message String
GSAlias String PIN)  throws
GSManagerException

corresponding system parameters and the mernr
private group sigrtare key are assumed to be stc
on the card and addressed byAB&s. Note that the
private key signing operation is performec-card and
therefore the private signature key will never kedve
secure smart card’his method is invoked by grot
membersanonymously signing messages on beha
the group.

Parameters:

message the message for which a signature
required.

GSAlias the alias associated to the gr-instance
under which the required signature shall be is:

PIN: the password tauthorize the signature operati
on the member’s smart card

Returns:

signature the anonymous group signature issuec
the supplied message.

Exceptions:
GSManagerException

byte . 1l
org.iso.mpeg.mxm.engine.securit
gine.GSManagesign_message C
(byte[] message, String GSAliag,
String SKmember String passwor)
throws GSManagerException

This method is used to sign a message under thg
instance referenced by @kas. This method is
invoked by group members anonymously sigr
messages on behalf of the group.

Parameters:

message the message for which a signature
required.

GSAlias the alias associated to the gr-instance
under which the required signature shall be is:
SKmember the private group signature key of |
group member; or empty string

passwordthe password to access the key repos
Synopsis:the user shall either enter his private gr
signature keySKmembedirectly, or leaveSKmember
as an empty string and instead request the pr
group signature key from a safe repository andre
the correspondingassword

[Note: the key repository will usually be a softwe
repository in this case. In case no safe reposi®
used, the parametpasswords obsolete

Returns:

signature the anonymous group signature issuec
the supplied message.
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Exceptions:
GSManagerException
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