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Executive Summary

The goal of this report is to discuss the social aconomic impact of the technologies and
concepts developed by the CONVERGENCE project —dadr@ontent-centric networking or
Information-Centric Networking (ICN). The practicand ethical problem is that the
published literature provides very little evidensapporting the value of this kind of
assessment. Indeed, it has been argued, persyashadl nearly all such forecasts are false.
The content of the report is guided by the authavgreness of this criticism.

The report begins with a brief introduction to Infation-Centric Networking and
CONVERGENCE, introducing the conceptual distinctimiween content-centric and source-
centric packaging of information. The current aretiure of the Internet is based on a source-
centric model. ICN, by contrast adopts a contentrae model, in which the fundamental
units of transaction are “named data items”, pitegcby content-centric security.
CONVERGENCE extends this concept, introducing ideasy the MPEG community — in
particular the possibility of bundling named datris with metadata, a scheme allowing
owners of VDIs to define and enforce licenses, famdtionality allowing owners to monitor
the use of VDIs.

The report goes on to discuss how the introduatiof®N and CONVERGENCE technology
could affect “tussles” (conflicts) about the way timternet is used.

* Who can provide commercial and non-commercial gariteother users

* Who can monitor and or control the information thsé¢rs provide to other users
* What content we want and what we get

* What we need to expose in order to get what we want

* Who “owns the user experience”

In each case, we contrast the social and econanptications of the current Internet with
possible changes induced by the widespread adopfid@N and CONVERGENCE. The
discussion covers some changes that many readerl wegard as beneficial and others
likely to less welcome. We argue that widespreathke of the new technologies could
strengthen the economic and political role of Infation Providers with respect to the large
centralized services that dominate the currentrieteeconomy. At least in theory, the change
could extend from large corporate providers of infation (e.g. newspapers) to the individual
users who feed services like Facebook, InstagradhFickr. This could have a positive
impact on the ability of Information Providers tare a living from their work and on the
guality and quantity of information available todemsers. However we also suggest that the
new technology could reduce access to informatiorcéuntries and individuals who cannot
afford to pay for it, and reduce the diversity aéws available to users. CONVERGENCE
could make it harder for web sites to collect infation that users wish to keep private and
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support digital forgetting but it could also makeharder for political dissidents to maintain
their anonymity on the network.

In the following chapter we review major obstadiesiptake, in particular the need to modify
routers across the world, the broad range of aettis benefit from the current architecture

of the Internet, consumer conservatism, and netvefidgcts. However we suggest that the
current trend towards domination of the Interneineeny by a small number of very large

companies has reduced its “robustness” againstpaogad technical, economic and political

events and that this fragility could create oppaittas for new technologies. We also suggest
that there exist significant opportunities for recpplications: “islands of innovation” that do

not require wholesale change in the architecturthefinternet and which could seed future
revolutionary change.

We conclude that the new technology has the paietdi affect multiple dimensions of
economic social and political life, with a net effen the public good that is impossible to
predict.

CONVERGENCE- like other research projects — hastetk new “possibles” — building
blocks for future development. How they will be ds& and must be an open question.
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TERMS AND DEFINITIONS
TERM DEFINITION
CoMid The CONVERGENCE Middleware Level.

CoNET

Content-Centric
networking

Information-Centric
Networking

IPR

License

Rights Expression
Language (REL)

Versatile Digital Item
(vDI)

The CONVERGENCE Network Level.

A network concept, introduced by van Jacobsonrlich the
fundamental unit of transaction is a “named dai# un

Synonymous with Content Centric Networking (seevaf)o

Intellectual Property Rights

In CONVERGENCE, a machine-readable exprassof
Operations integrated in a VDI, that asserts thengeand
conditions under which a user can use the VDI. Bsstiof these
terms and conditions is directly enforced by theMitband the
CoNet

A language allowing the owner of a VDI to expresganse.

A structured, hierarchically organized, digital etij containing
one or more resources and metadata, including kard&on of
the parts that make up the VDI and the links betwtbem.

Table 1: Terms and definitions.
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1 Prediction is difficult

The goal of this report is to discuss the social aconomic impact of the technologies and
concepts developed by the CONVERGENCE project — @nthe class of technology to
which CONVERGENCE belongs: Information-centric, @ontent-centric networking [1, 2].
Before embarking on the main discussion, a metlogpicdl discussion is in order.

All project proposals in the Framework 7 Programtam a mandatory section on “impact”,
in which authors are supposed to explain how tmegearch will improve, or ideally
“transform” European society and the European exgnd he score for this “impact section”
helps to determine the overall score given to tlogept during evaluation and its chances of
receiving funding. Many projects, including CONVERRBCE, also plan a deliverable on
“social and economic impact”. This is because tadgners believe, rightly or wrongly, that
the inclusion of such a deliverable will improvesithproject’'s chances during the selection
process.

The practical and ethical problem is that the itad literature provides very little evidence
supporting the value of this kind of assessmerdeda, Nassim Nicholas Taleb [3, 4] has
argued, on empirical grounds, that nearly all sfmtfecasts are false. S. Kauffman [5]
provides theoretical arguments supporting this vigecording to Kauffman, every biological
and technological innovation creates opportunit@sfurther innovation; unfeasible ideas
become feasible; old technologies find new appbecat inventors discover new challenges.
In brief, the evolutionary process follows a singkgectory across a potentially infinite space
of “possibles”. Since forecasting can only explamy a tiny region of this space, the
probability that it will identify the region corrpending to the state of the system at a given
time in the future is vanishingly small. Extra etfas little help. Like other combinatorial
problems, the difficulty of forecasting scales exgutially [6].

This report will be guided by the authors’ awarenetthese limitations. We will therefore
adopt a number of methodological precautions.

We will make no attempt to systematically explone tomplete space of possible
technology developments and their impact on societyher we will focus on a small
set of major societal and economic issues, likellye of interest to a broad readership.
In particular, we deliberately avoid discussiontloé impact of ICN on the internal
structure of the telecommunications industry. Ois tesue we refer readers to the
excellent discussion in [7].

* We will adopt a discursive approach: for each of thsues we discuss we will
compare ICN and CONVERGENCE-based solutions tacthieent architecture of the
Internet, identifying the advantages and disadygegafrom the point of view of
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different actors and values. Whether or not theaathges outweigh the disadvantages
or vice-versa is an issue we will leave to the judgt of the reader.

» Except in case in which a particular result seeampetely implausible, we will not
discuss the probabilities of different outcomes.

Two simplifying assumptions will guide our presdama. The first optimistic, or “half glass
full”, assumption is that ICN and CONVERGENCE willerform as advertised, that
technological promises will be maintained. If thvgre not so, this report would have no
point. The second “half glass empty” assumptioth&t the proponents of new technologies
know no more about the future of society than amyetse. Our attitude to promises of
economic and social impact will thus be sceptical.

The rest of this report will be organized as follouChapter 2 will review certain limitations
of the current architecture of the Internet, ddsciow ICN addresses these problems and
outline the novelties introduced by CONVERGENCE afier 3 — the core of our study —
examines the possible impacts of ICN and CONVERGEN&h “tussles” among and
between different categories of Information Prowsdend Information Consumers. Chapter 4
concludes, identifying factors favourable and uofaable to the take-up of ICN and
discussing the implications for the public good.
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2 Information-Centric Networking and CONVERGENCE

2.1 Information packing before the Internet

Schematically, we can distinguish two modes of pgoky information that pre-date the
Internet.

» Content-centric packaging (our terminology). Infaton Providerscreated packages
of homogeneous information (e.g. a scientific papebook, a CD, a DVD, a film),
which they gave, lent or sold taformation Consumerslhe scarcity of appropriate
distribution channels meant that specialist infdrara providers had very small
markets and that barriers to entry for competi¢srsall publishers, independent artists
etc.) were strong. The limitations of distributionannels meant that many potential
consumers had no access to the products theolgtcabffer.

» Source-centric packagindgnformation Providersbrought together different items of
information (e.g. magazine articles, news repdrtmks on different subjects) into an
information containee.g. a magazine, a news program, a bookshopraxy). New
kinds of container improved consumers’ access ftarnmation. However, they did not
make it easier for small information providers &aech consumers. In most cases,
consumers took all their information from a singteirce (e.g. a single news channel,
a single newspaper) or from a very small rangeafces.

2.2 The Internet and the World Wide Web

“The problem networking aimed to solve was resowharing — remotely using

scarce and expensive devices like card readersigii-$peed tape drives or even
supercomputers. The communication model that redulk a conversation between
exactly two machines, one wishing to use the resoand one providing access to it.
Thus IP packets contain two identifiers (addressws, for the source and one for the
destination host, and almost all the traffic on th'@ernet consists of (TCP)

conversations between pairs of hosts.”

Van Jacobson, 2009 [2]

The architecture of the Internet — and the Worldd&/Web, which grew up on top of it —
naturally favour a source-centric model of inforroatpackaging. Hosts (in the Web, Web
servers) act as information containers. To findiinfation on the Web, the user identifies the
host where the information resides and requestdntfieemation from the host. The lower
levels of the IP stack (content-neutral bit tramsgervices) support this process. Intermediate
nodes between the origin and the destination efjaest know nothing about the information
they are transporting. It is this model that expdaihe Internet’s extraordinary success, and
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also its weaknesses. Some of these weaknessed tafb@d social, economic and political
concerns we will discuss later in this report. @sheere more technical.

* When a user is interested in a spediien of information(e.g. a book, or a song, or a
scientific paper), the architecture of the Interioetes her to search for tiseurceof
the information and access the source before angefise information itself. For
example, when the author wishes to download a steempaper he typically (i)
searches for the paper with Google Scholar; (icksl on the link to the paper, which
points to the site of an academic publisher; @pens his university VPN to gain
access to the site; (iv) downloads the paper; ¢wyrdoads the citation to the paper to
his citation manager. This is a slow and ineffitiprocess.

* The bit-transport layer that carries content fraarse to destination is unaware of the
content it is transmitting. To cache content fdetadistribution to other users or to
offer different Quality of Services to differentaskes of content (e.g. video, VOIP)
operators have to use proprietary CDN and deepepatgpection.

« The protection of sensitive information depends d&overy large extent on
authentication of hosts and clients and on enagptof the information they
exchange. Once information has arrived on a host security relies entirely on the
mechanisms put in place by the site itself. Theonitgj of large-scale security
breaches occur when attackers breach these mecisaramd gain access to
unencrypted data on host servers.

* Reliance on a tiny set of information hubs creaepotential source of systemic
fragility. While disaster planning and redundancgncreduce vulnerability to
accidents, natural disasters and military attatks iless effective against technical
failures, hacking and bankruptcy.

The proponents of Information-Centric networkingygest that the new technology could
remedy some or all of these problems.

2.3 Information-Centric Networking

Information-Centric Networking (originally known &ontent-Centric Networking) replaces
the source-based packagingodel, which forms the basis of the current Interméth a

content-centricmodel. In this model, every item of informationgea scientific paper, a
book, a song) has a statistically unique name. Tihimation consumers who want to
access a specific item of information no longeraeéfor thehostwhere the data is stored but
for named data items the fundamental units of transaction at evegedeof the protocol

stack. At the lowest layer, ICN has no notion tioat; packets address content not location.

The new architecture nonetheless preserves thgrddscisions that made IP simple, robust
and scalable [2]. According to Van Jacobson (ibfd)uch of IP’s success is due to the
simplicity of its network layer (the IP packet -ethhin ‘waist’ of the stack) and the weak
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demands it makes on layer 2, namely: statelesgliable, unordered, best-effort delivery”.
ICN maintains these characteristics. For a detailescription of the network architecture
readers are referred to Van Jacobson’s origina¢mpagere we will focus on specific aspects
of the architecture with a large potential impact.

1. Security and ownershidCN'’s shift of focus, from hosts to content (nameata)

enables “content-centric security”. In van Jacobsproposal

“Protection and trust travel with the content it§elather than being a property of the
connections over which it travels. In CCN, all camitis authenticated with digital
signatures, and private content is protected witbrgption. (...)[2]

This implies, implicitly, that named data packagase an owner. It also implies that
private information cannot be decrypted — thatsedi— without the permission of the
owner.

Scope.Named data packages can be associated with a “sf®jp€eThis facilitates
guerying and allows nodes on the network to implamspecific policies for data
packages with a given scope.

Caching.The use of named data packets allows intermed@desto cache data. In-
network caching has the potential to significamégiluce the volume of traffic crossing
the network, while simultaneously freeing operatioosn proprietary CDN solutions.
The use of in-network caching also allows smaltesnporary information providers
to provide high quality media services without Ergnvestments in network
infrastructure.

Network robustnesdn ICN, named data (or pointers to named data)des&ibuted
redundantly across the network. This architect@lpshto balance network traffic and
eliminates single points of failure (large Interhabs).

2.4 CONVERGENCE

The CONVERGENCE framework extends ICN with additibfeatures, many adopted from
or contributed to the MPEG community and the MPEGs@&ndard.

CONVERGENCE defines a standard data unit (the \fégsRigital Item or VDI).
The CONVERGENCE middleware (CoMid) defines a staddzet of operations over
VDIs.

The middleware allows users to delete a VDI, oratpdts content after it has been
published. VDIs can also be associated with an itgxgate”. This means that in
principle, owners can control over VDIs for theinele lifecycle.

Owners can monitor the way VDIs are used — defingyprts, which they receive
every time the system detects a particular typeveht (e.g. when a user downloads or
“plays” the VDI).
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* The content of named data items (VDIs) is packagét user-defined metadata.
Metadata can help users (and search engines}doddta (e.qg. filtering out all media
that do not meet certain technical characteristicsall commercial offers above a
given price threshold). They can also facilitatee usf the data at the point of
consumption (e.g. by providing technical data fa¥dim, citation data for scientific
papers, provenance data for experimental datasets).

* VDIs can be associated with a license expressetthanCONVERGENCE Rights
Expression Language (REL). The license determirtes ean see and access the VDI
on what terms, and for what purposes. The existehadicense bundled with the data
allows owners and users to ascertain when a ugebigach of the license. Some (but
not all) license provisions (e.g. access contro® automatically enforced by the
CONVERGENCE middleware.

» Like conventional ICN, CONVERGENCE comes with a tem-centric model of
security. However, CONVERGENCE also provides exthic support for
pseudonymous and anonymous access.

* CONVERGENCE can run over its own network layer (&N but also over
conventional IP.

In summary, CONVERGENCE extends the standard featprovided by ICN with metadata,
and with a strong concept of VDI ownership, and emeontrol. One of its most important
features is that its deployment does not stricttyuire a revolution at the network level, even
if CONVERGENCE proposes its own solution for théwwk level itself.
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3 Social and economic impact of ICN and CONVERGENCE

3.1 Tussles

The literature on the economic and social impadCdf is sparse. A Google Scholar search
for “Information Centric Networking” and “economimpact” turned up just ten papers.
Searching for “Content Centric Networking” and “aomic impact” produced another ten.
Replacing “economic impact” with “social impact” camepeating the search we found just
four additional papers.

Possibly the most interesting analyses to be pexigo far are those contained in two papers
by Dirk Trossen and colleagues [8, 9]. In theseepgthe authors analyse the possible impact
of ICN on conflicts between different social andimess actors. They refer to these examples
as “tussles”, a term they borrow from [10]

In [8] the authors make the somewhat opaque claahlCN can improve “the delineation of
tussles along well-defined boundaries” in the nekwarchitecture. In [9] they make this
notion more precise, identifying categories of keiskat ICN is likely to affect. These include
tussles about

* What content we want and what we get

* What we need to expose in order to get what we want
* Who owns the “user experience”

* Optimizing delivery networks

* Interconnecting networks

In this study we will focus on large-scale impatitat go beyond the telecommunications
industry. Therefore, we will focus on the firstebrof these tussles and add two others, which
we believe are of great social and economic impoga

* Who can provide commercial and non commercial guriteother users
* Who can monitor and or control the information thsg¢rs provide to other users

Provision and filtering of content is logically prito consumption. It is with these “tussles”,
therefore, that we will begin our analysis.

! Tussle :a. A vigorous or disorderly conflict; a severe strigga hard contest; a scuffle. in figurative
sense: esp. a sharp and determined contentionsputé (Oxford English Dictionary'2Edition)
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3.2 Who can provide commercial and non commercial content to other
users

3.2.1 The Internet today

The first, revolutionary, effect of the World Wid&eb was to make it possible for any
organization, however small, to become an Inforamafrovider and to enormously increase
the range of information available to InformatioorSumers. The benefits are well
recognized. Small businesses have found completely ways of advertising and selling
their goods; Information Consumers have accessote nbetter quality information than ever
before; in many areas of the economy (telecomgnséic publishing, music publishing,
cinema, travel), the Internet has broken down besrio market entry, drastically improving
affordable access to information and reducing grice

For the first twenty years of the World Wide Wehistory, these developments were widely
seen as drivers of productivity and economic growtbwever, recent years have seen the
emergence of critical voices. Current source-cetitiernet technology provides no technical
mechanism allowing information providers to unanioigsly assert ownership over their
products. This means that users — sometimes indiigdbut also large companies — can use
information other users have produced without @ifprany form of compensation. In the
creative industries (e.g. journalism, photograpdgtication, music, film), apparently “free”
offerings by Internet-based based companies hawe nadifficult or impossible for small
businesses and individuals to earn money from th&im works. This trend has deep social
and economic consequences. As convincingly argyedabon Lanier [11], the new web
economy works on the principle of winner-takes-alltiny group of top-tier information
providers (Google, Facebook, Amazon, Apple, etayehgrown at the expense of small
businesses and individuals who have found it hamddrharder to make a living. Lanier sees
these trends as a mortal threat to middle-classperdy and to the long-run future of the
USA as a democratic capitalist society. Many ofdrguments could be applied just as easily
to Europe.

3.2.2 ICN and CONVERGENCE

As we have already seen, one of the essential ptsceVan Jacobson’s proposal for ICN is
content-based security: all content is digitallgngd; private content is encrypted. This
implies a concept of ownership. The person whossignencrypts a piece of content is, at
least in one sense, the effective owner of theasdntCompared to the current Internet, in
which content is represented by anonymous stredimssothis is a major innovation.

CONVERGENCE, and the CONVERGENCE licensing concepgkes ownership over
content explicit. Every VDI is associated with eelnse that defines who can use the content,
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and for what purposes. If the owner so desires,cahedefine the license in such a way that
she keeps the right to update or delete the VDé. &im also fix an expiry date after which all
copies of the VDI will be automatically deleted irahe network (“digital forgetting”) and
monitor the way the VDI is used. Importantly, théstrue, not only for VDIs produced by
major companies but also for VDIs produced by srbaflinesses and individuals. In social,
economic and political terms the shift from wealstimng owner control is a major one.

In democratic societies, the ability of an inforroatprovider to offer content to information
consumers is constrained not so much by legaliectstrs as by economics. Publishing
information is only possible if publishing is affable. This means that providers need to be
paid for their work. The licensing mechanisms ipavated in VDIs would make this easier.
Large media companies could use VDIs to monitor eontrol the digital films, music and
books they sell — making it easier to identifygie copies sent across the network or posted
on video-sharing sites. Smaller companies and iddal artists (e.g. photographers) could
use VDIs to ensure they are paid when their pradwoe used by newspapers and
broadcasting stations. VDIs could also be usetie@basis for new business models.

For instance a Performing Rights Society or otheanization could measure how often
specific VDIs are downloaded or played, allowingamizations that offer flat rate services to
compensate owners in proportion to real populasitgheir works? Lanier [11] has even
made the utopian suggestion that everyone whoibotés content to an information provider
(e.g. the owners of sites indexed by Google, ugersting to Facebook, photographers
uploading photos to Flickr) should receive a shafréhe provider’s overall revenue. VDIs
would provide an ideal mechanism for implementihgs tkind of proposal. According to
Lanier, the result would be a shift towards an eooy with a more equal distribution of
wealth and opportunity than is currently the c&ech a shift might command support from a
broad spectrum of political opinion. In his viewmight also be the only way of guaranteeing
the long-term sustainability of Western capitalism.

We will postpone discussions of likelihood untiketlend of this paper. First, however, we
observe that ICN and CONVERGENCE will not only atfevho can publish information. It
will also affect who can monitor and control infation and what information, in the end, we
will be able to consume.

2 At the time of writing companies likBpotifysign licensing agreements that allow the compariyetely dis-

tribute a certain package of content in returnréyalty payments to the owner of the material. Tarimngement
is presumably good for both parties. However, iha$ effective as a way of compensating independetits

who have not « signed » with a major media company.
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3.3 Who can monitor and or control the information that users provide
to other users

3.3.1 The Internet today

In its early years, the Internet was celebratedtfofreedom from government control. When
John Gilmore stated that "The Internet treats aeshgo as though it were a malfunction and
routes around it(cited in [12), he was widely believed. Even today, the “free Imégt is
credited with a major role in the Arab spring [113]] and in the gradual opening of China
[15]. However recent years have also seen the eaneegof more worrying tendencies.

First, the dominance of the Internet by a tiny nemdif very large companies has changed the
way information is monitored and controlled. At theost visible and possibly the most
benign level, Google, Facebook, Apple and Amazdterfithe information they make
available to their users, making it difficult farformation providers to distribute information,
that contravene their “terms of use”, or that diegad to do so. As private companies, some
prevent providers from distributing materials (eagult and some political content) that in
most Western jurisdictions would count as constnally protected speech.

A second, probably more serious problem is thagelanformation brokers provide an easy
target for government censorship and private litgg both of which are expanding rapidly.
Google [16] for example, regularly complies witlyuests to “take down” information that is
illegal in a particular jurisdiction (e.g. holocawsenial in Francelése majestén Thailand,
criticism of public officials in many different cotries) or that is claimed to be defamatory.
Domination of the Internet economy by a very smalinber of companies facilitates the task
of the censors. In the meantime, governments aprowming their ability to control the
Internet directly. Many observers were shocked het e€ase with which the Egyptian
government “ switched off” the Internet during tteolution of 2011 [13] but in fact this act
was only an example of a broader trend. For maraysydor instance, the Chinese “great
firewall” has succeeded in limiting — without blaeg - Chinese citizens’ access to foreign
Internet sites [17]. More recently many governmdrage deployed deep package inspection
technologies to identify and close down encryptednnels of communication (Skype [18],
TOR [19], VPNSs [20]) that political dissidents frggntly use in their communications.

A third issue is that all large Internet servicgstematically collect information about the
behaviour of their users, which they use to “peadiar” their services and to sell targeted
advertising. This practice provides large Intero@mpanies with an enormous competitive
edge over companies with less effective accessustomer information. Other effects are
more subtle. In particular, users who repeatedbesg a specific class of information (e.qg.

“conservative-learning news”, “liberal-leaning néjvautomatically receive more and more
of the information they like and less and less tbikeo kinds of information. Several authors
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have suggested that automated matching of infoomat user preferences by a very small
number of news sources, increases political p@tom and decreases citizens’ ability to
engage in constructive dialog with citizens witffetient backgrounds and opinions [21, 22].

It should also not be forgotten that many Intes@vices (e.g. Google, Facebook, specialized
services that assemble information on individuatenf public sources) provide a powerful
tool for private monitoring and surveillance (ergonitoring of employees by employers,
monitoring of children by parents, surveillancehintpersonal relationships etc.).

3.3.2 ICN and CONVERGENCE

As mentioned earlier, one of the most importantaspof ICN is content-centric security.
CONVERGENCE reinforces this security with licensaed enforcement mechanisms
designed to ensure that VDIs are only visible &rtintended users.

It is possible that these mechanisms can prevemie storms of web surveillance. For
instance, posters could license “posts” to socelvork sites in such a way as to exclude
anyone except their friends from reading the pdstdeast potentially the license could also
exclude Facebook administrators. More radicallyN I&nd CONVERGENCE mechanisms
would provide a possible mechanism for distribuitegplementations of social networking
with no central mediator, such as those proposedhkyDiaspora project [23]. Similar
techniques could be used to implement secure acoessol for web sites and blogs. If web
pages were implemented in the form of VDIs, acoessd be restricted to particular users or
groups of users; CONVERGENCE-compliant search esggoould index web sites but only
show search results and serve up pages to dulgrizel users. This kind of protection could
limit private and government surveillance basedlwact access to the content of posts, web
pages etc.

However, other applications of ICN and CONVERGEN®@RBY be less benign. One of the
key features of ICN content-centric security isttladl content is digitally signed and
authenticated as it traverses the network. If tiesmsure were universally implemented media
companies could use the technology to identify sugdro “share” the content to which they
claim ownership. Retailers could use it to iden#fyd monitor their customers. Perhaps most
significantly governments could use it to identifiyks between Information Providers and
Information Consumers, posing a threat to the dsthe Internet by political dissenters or
whistle blowers. Many citizens will see some or @fllthese practices as a threat to their
freedom.

CONVERGENCE provides mechanisms for pseudonymodsamonymous access to ICN.
However, pseudonymity is no defence for users esmjag what some governments may
regard as illegal activity (e.g. organization ofifpeal demonstrations or strikes, file sharing)
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and even anonymity could be a double-edged weapansystem in which most users certify
their identity, use of an anonymous ID would signaiser for special attention.

A second aspect of CONVERGENCE with potentially ateg effects is the use of user-
defined metadata to describe VDIs. If the technplogy to fulfil its full potential (e.g.
facilitating search) metadata should provide amgate description of the content of the VDI.
However, accurate metadata also facilitates trackai content by government and
commercial operators. Users could thus be indusqEhtkage “sensitive” content with false
metadata. If such practices spread they would aisWyoreduce the value of the new
technology.

3.4 Consuming information: what information we want and what we
get

3.4.1 The Internet today

The modern Internet gives Information Consumergs&to a broader range of information
sources than at any time in history, including ooty content from professional Information
Providers but also vast volumes of user-generatateot (Wikipedia, blogs, Facebook posts,
youTube posts, Flickr photographs etc.), some afeexely high quality. In many different
sectors of the economy (e.g. scientific publishimgdical information) new business models
enabled by the Internet have enormously improveblipuaccess to valuable content,
particularly in the developing world. For instandbe Internet has made it possible for
African farmers to access information on markehdse that can help them to plan their
production [24, 25]. Meanwhile, the diversity oetinformation on offer has allowed huge
numbers of users to broaden the cultural, politcal personal horizons. These are important
advances.

This does not mean, however, that the Internetnisnéormation utopia. There is strong
evidence that even professional users of the latayften rely on a limited set of information
sources [26, 27]. This implies that users’ accessnformation depends on the policies
adopted by a small number of large private companio have the means to filter out
information that is not consistent with their madmkg policies (e.g. adult, religious or
political content) or their political preferenéedhis is a disturbing development. It has also
been observed that current patterns of Internet em®urage “confirmatory bias” — the
tendency of Information Consumers to choose sowtadgormation that confirm rather than
guestion their existing opinions [21].

3 At the time of writing, there is no evidence tkatirch companies are biasing search results torfaiveir own
political agendas. This remains nonetheless agttoeoretical possibility.
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Other problems concern the degree of knowledgenegjto use current tools. Nowhere is the
digital divide so apparent as in the differing digit of information “haves” and “have-nots”
when searching for information or when trying tstofiguish reliable from unreliable sources
of information [28, 29].

3.4.2 ICN and CONVERGENCE

Good implementations of ICN and CONVERGENCE techggl could make information
search significantly easier — especially when seareolves structured information contained
in VDI metadata. It is also worth noting, howeviirat “semantic web” technology has been
offering these possibilities for many years, witblatively little impact on mainstream
applications. A degree of scepticism is therefarerder.

CONVERGENCE and ICN could also help to reduce miation overload by helping users
to filter irrelevant content. This possibility walbe especially powerful if it were combined
with regulations obliging providers to label kindk content many users seek to avoid (e.g.
ads, adult content, political broadcasts, soap aspetc.). It could also make it easier for
content providers to provide users with materiat thnatches their preferences, ascertained
through analysis of their previous transactions.

Perhaps, more significantly, at least in the |lagrgt strong owner control over content could
make it easier for professional producers of canterearn their living — thus improving the
quality of the information available over the Intet.

However, these advantages would not necessaribpsiefree. In particular, the introduction
of technologies allowing strong owner control ogentent could reduce the availability of
content for users who are unwilling or unable tg fa it. It is easy to foresee scenarios in
which large information providers would use thehtemogy not just to limit consumer access
to free films, and music, but to restrict unpaictess to books, newspapers and medical
journals. Particularly in developing countries, lsuestrictions could be extremely damaging.

Ease of information filtering could also prove axed blessing. While accurate metadata
would undoubtedly make it easier for users to ffilbkeit unwanted content, it would also
facilitate filtering by search engines, ISPs, cloprbviders, apps stores, and telecoms
operators. Even without government regulation, cemwml pressures could lead to
restrictions on content which particular commercaaitors found undesirable (e.g. sex
education, textbooks on biological evolution, ci@ast tracts, religious propaganda). In
many countries, government regulation of particlliaxds of speech, implemented through
network providers, would add additional limitations

Finally, as mentioned earlier, ICN and CONVERGEN@B&uld make it easier for large
Information Providers to filter out information thdoes not match consumer preferences.
Although this would reduce information overload fmnsumers, it would also reduce the
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frequency with which consumers “chance” on inforimatthat challenges their existing
opinions and beliefs. This would not necessarilalgmod thing.

3.5 What you have to give up to consume the information

3.5.1 The Internet today

In the modern Internet economy, mega-sites suclraaebook, youTube, Flickr depend
exclusively on data uploaded by users, while otlferg. Google) base their success on the
content of third party web sites. In theory, ussan refuse to use the services and web sites
can block access to Google robots. However, intipgcmost individual and institutional
users are unwilling to accept the social and ecanamosts of “going off-line”. In other
words, social and economic pressure forces usgusotade content and information without
receiving any compensation for their services.

Additionally, all large sites collect informatiorb@ut the behaviour and preferences of their
users or use commercial services to collect tha dattheir behalf. In both cases, they use the
data, not just to personalize the content they ideoto users, but as the basis for targeted
advertising. In the case of Google, this abilitgmbined with Google’s huge audience, has
turned the company into the world’s most valualikne advertising agency [30].

In summary, the free services these sites offer tustomers and their ultimate profitability
depend on users providing them with free contedtiaformation. In sites requiring a login,
this “bargain” is enshrined in the terms and cdodg the user accepts when she registers
with the site.

3.5.2 ICN and CONVERGENCE

If widely adopted (see the discussion in sectionl@N and CONVERGENCE have the
potential to change the nature of the relationdbgtween large Internet sites, smaller
professional information providers and individuaéts.

1. CONVERGENCE licensing and tracking technology, coratl with content-centric
security, would allow professional information pmbers (e.g. newspapers) to charge
third party services for the use of their content.

2. At least in theory, the same technology could dsoextended to individual users,
supporting Lanier’s proposal [11] that they shorddeive micropayments every time
a site uses their content.

3. CONVERGENCE-supported pseudonymous ID’s would allesers to access sites
without revealing their individual identities, pexwing sites from tracking their
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personal behaviour and preferences and thus frdimgseargeted advertisiflg In
other words, use of pseudonymous ID’s would créatncial losses for advertising-
centric companies. Companies could avoid theseesoesly by paying users to use
traceable IDs issued by the company.

4. If existing Internet companies were not willing pay for content and personal
information, ICN and CONVERGENCE would create oppnities for new
companies offeringendezvouservices (services matching usebscriptiongo data
items — or VDIs — published on the network) and GERGENCE-based social
networking®

In summary, ICN and CONVERGENCE have the potentaleduce the unpaid transfer of
content and personal information from individuaérssto third party web services. Such a
change could potentially change the shape of ttexdat economy. Obviously, however, this
depends on whether or not the changes are actmglgmented. We will discuss this issue in
the next chapter.

3.6 Who owns the user experience?

3.6.1 The Internet

Another set of “tussles” identified by [9] are tlessabout “who owns the user experience”.
Even though the expression is somewhat obscureahiict Trossen identifies is real: what
is at stake is who monetizes the content usersrséeeir screens.

In the period before the World Wide Web and inykars immediately after its introduction,
many medium-large companies (CompuServe, American@nlarge telecommunications
operators, smaller ISPs) created “closed” infororatservices that did not directly link to
third party content, or which depended only pdstian this content. The services were
profitable for a period, but as users discoveradiealth of information directly available
through the web, they failed.

In the last ten years closed information servicagehbeen largely replaced by new services
that depend on information “scraped” from the w@&wdgle, Bing) or on User Generated
Content (Facebook, Flickr, youTube etc.). Unlikeittpredecessors, the companies that run
these services do not offer network services andod@harge for access.

* In this scenario, pseudonymous and individual #@suld be mathematically indistinguishable, prevegti
companies from discriminating against “untrackahleérs.

®> An ICN/CONVERGENCE-based social network would need a central server and could be advertising free
Alice publishes posts to a set of friends, usirg REL to define the conditions under which they calay the
posts to other users. Bob subscribes to posts iog Ahd his other friends, using CONVERGENCE metata
whitelist and blacklist specific classes of infotioa. Content-centric security combined with digifargetting
would reduce privacy risks. This is very similarthe@ scenario proposed by the recent Diaspora @roje
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This development has had a negative impact onaelswnications operators and ISPs who
carry the traffic generated by the new operators lzear the costs, but who have little or no
ability to monetize the “customer experience” artitbvihave lost brand visibility. In the face

of rapidly increasing network traffic, operators/edeen forced to invest in Content Delivery
Networks, to reduce operating costs. Attempts targé major services for delivering their

content have been unsuccessful.

In recent years, many content providers, partitplaewspapers, have begun to shift their
content from free web sites to proprietary appgrofunning on multiple platforms. To the
extent that this move is successful it is shiftioginership of the user experience” back to the
Information Providers and providing them with negvenues. The risk, as pointed out by
many observers, is a return to closed informatistesns, lacking the richness and diversity
of the best of the web.

3.6.2 ICN and CONVERGENCE

If broadly adopted ICN and CONVERGENCE would in@eawner control over content.
Such a development would strengthen Informatiorviders’ ability to generate revenue and
weaken the role of the major services that domitatay’s Internet economy - a major power
shift. Interestingly the key players would be Imf@tion Providers (especially large ones) and
today’s large services — not Telecoms operatorss lard to imagine scenarios in which
operators could recover the ground they have lost.
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4 Futures, probabilities and the public good

4.1 Obstacles to the introduction of ICN and CONVERGENCE technology

A realistic assessment of prospects for ICN and EERGENCE must recognize the huge
technical and political obstacles facing the neshi®logies.

1. In technical terms, adoption of ICN at the netwogkilevel would require the
installation of new software on routers throughttngt world. The slow uptake of IP v6
suggests that this would be, at best, an extresiely process.

2. In political and economic terms, the current aettiire of the network offers real and
perceived benefits to a huge range of actors imofukrge Internet companies such as
Google and Facebook, anonymous consumers who ecsss to free services and
political dissidents who value the relative anonynof the current architecture. If
these actors were to choose freely they would dlroedainly choose business as
usual. They could also exert significant politigaessure in defence of the current
system.

3. In the current Internet economy, the actors withgtrongest interest in promoting the
new architecture (small and medium-sized infornragowoviders) are economically
and politically weak. It is not easy to believe ttihey could mount a successful
challenge to current power relationships and tesdirarchitectures.

4. The trend towards “business as usual” would berdoe¢ed by consumers’ normal
reluctance to adopt any new technology withoutrapelling reason.

5. The value of the new technology to users would depmn so-called network effects
[31], that is on the number of users who adoptetf the number of early adopters
were low it would initially have very little valuén these conditions massive adoption
seems very unlikely.

4.2 Factors favourable to ICN and CONVERGENCE

Despite the apparent solidity of the current Inééconomy, a number of factors are making
it increasingly fragile.

1. Public and government awareness of the economicep@k very large Internet
companies is growing. The current debate focusedagnavoidance and on the
negative effects on specific industries (retailingwspapers, the creative industries).
In some countries it is leading to legislation, guodicial decisions restricting the
ability of these companies to exploit third pargntent without compensation. One
example is proposed German legislation forcing deangines to pay to index
German newspapers [32].
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2. Another cause of fragility is increasing public sirity (in Europe but also in the
United States) to issues of personal privacy aedutte of personal information for
commercial purposes. This has the potential to bedl to regulatory changes, and to
a shift of consumers away from services that nigr&ufficient privacy guarantees.

3. All the large Internet companies distribute theomputing and communications
resources across multiple physical sites and hageaa record for continuity of
operation. Inevitably, however, dependency on allsmamber of very large
companies decreases the robustness of a netwonkkeatare that was originally
designed to survive nuclear war.

Because of these risk factors, the current Inteemehomy is vulnerable to unpredictable
political, military, economic and technical everds non-exhaustive list of examples might

include: widespread adoption of new taxation owvgmy regulation that damage existing
business models; major scandals involving illegaé wf personal data for political or

commercial purposes; successful cyber-attacks sigaimajor player, with long interruptions

in service and/or loss of user data; bankruptcgred or more major companies; contagious
loss of customer satisfaction with existing sersice

Any of these events could make novel technologies lausiness models more attractive to
consumers, creating new opportunities for ICN a@QNWERGENCE. It is even conceivable,
though not likely, that they could lead to solus@imilar to those suggested by Lanier [11] in
which individual and corporate users systematicallse ICN and CONVERGENCE
technology to assert ownership over their persam@rmation and to charge third party
services for using the information.

Perhaps more realistically, it is not difficult imagine “niche applications” in which
Information Consumers and Information Providers Moboth benefit from the new
functionality provided by ICN and CONVERGENCE. Thewsight include

* B2B scenariosn which professional Information Providers selhtent to professional
Information Consumers (e.g. newspapers and maggzmeo need to be certain of
the provenance of the content they purchase, ara dehnot want this content to
escape into the public domain.

* Medical scenariosn which medical professionals (e.g. primary cphgsicians and
the doctors treating a patient in an acute medicedrgency) share confidential patient
data.

* Publishing scenariosn which individual authors and publishers makeirttworks
available to the public, either directly or througtblic services such as the Digital
Public Library of America [33, 34] while simultanggly using CONVERGENCE
licensing to assert ownership.
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» Social networking scenariom which software developers use CONVERGENCE
technology and ICN to create distributed socialveeking solutions that allow users
to share personal information in a secure way withelying on a centralized service.

CONVERGENCE middleware, unlike a fully-fledged ICHKolution, can run over a

conventional IP stack. Therefore, the adoption ©NYERGENCE or similar technologies to
support the requirements of specific scenarios okt require an improbable redesign of
the Internet. The availability of standards and dtediare would facilitate such

implementations.

The size of the Internet, the weight of existingestment and the enormous economic and
political interests vested in the current Interaethitecture make rapid, wholesale change
extremely unlikely. But they in no way prevent treation of islands of innovation, in which
new technologies can be perfected and deployediaively low cost. This is possibly the
most plausible scenario for the spread of ICN, C&RGENCE, and other technologies
offering radical innovations in the capabilitiestbé Internet.

4.3 The public good

We have argued that ICN and CONVERGENCE, if widatopted, could strengthen the
economic and political role of Information Providewith respect to the large centralized
services that dominate the current Internet econofyleast in theory, the change could
extend from large corporate providers of informat{e.g. newspapers) to the individual users
who feed services like Facebook, Instagram andkilic

Such a broad shift could have a positive impadhemability of Information Providers to earn
a living from their work and on the quality and qtity of information available to end-users.
But it could also reduce access to informationcfauntries and individuals who cannot afford
to pay for it, and reduce the diversity of viewsidable to users. It could make it harder for
web sites to collect information that users wistkeéep private and support digital forgetting
but it could also make it harder for political ddents to maintain their anonymity on the
network. In brief, the new technology has the pu&trio affect multiple dimensions of
economic social and political life, with differeaffects on different actors. Whether the net
effect on the public good would be positive or riegais impossible to predict.

CONVERGENCE- like other research projects — hastetk new “possibles” — building
blocks for future development. How they will be ds& and must be an open question.
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